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SECTION  I 


INTRODUCTION— UNDERSTANDING 
THE  ACQUISITION  PROCESS  AS  IT  RELATES 
TO  THE  DEFENSE  INDUSTRIAL  SECURITY  PROGRAM 

OVERVIEW 

This  document  will  assist  you  in  the  preparation  of  the  Contract  Security  Classification  Spec¬ 
ification.  DD  Form  254. 

Appendix  A  will  guide  you  through  the  preparation  of  a  solicitation  DD  Form  254. 

Appendix  B  will  assist  you  in  the  preparation  of  an  award  DD  Form  254. 

Appendix  C  demonstrates  the  preparation  of  a  delivery  order  DD  Form  254. 

Appendix  D  gives  the  preparation  instructions  for  a  final  DD  Form  254. 

Appendix  E  is  a  listing  of  the  current  index  of  classification  guides. 

Appendices  F  and  G  offer  definitions  and  a  glossary  of  terms. 

Appendix  H  is  a  listing  of  current  Defense  Investigative  Service  Cognizant  Security  Offices. 

The  Defense  Industrial  Security  Program  (DISP)  was  established  to  provide  uniform  security 
policies,  practices,  and  procedures  that  enable  U.S.  Industry  to  safeguard  classified  information. 
NRaD  is  responsible  for  the  protection  and  control  of  classified  information  in  the  custody  of.  or 
being  disclosed  to.  private  industiy  during  a  precontractual  or  contractual  relationship.  The  first 
step  for  administering  this  protection  and  control  is  to  give  the  contractor  detailed  guidance  on 
classification,  regrading,  and  declassification  of  the  sensitive  elements  of  information  contained 
in  or  generated  by  a  classified  contract.  According  to  OPNAVINST  5540.8K.  DoD  Industrial 
Security  Program,  only  the  DD  Form  254  will  be  used  to  convey  contractual  security  classifica¬ 
tion  guidance  to  contractors.  Tl'is  DD  f  orm  254  is  binding  on  both  NRaD  and  contractor 
personnel. 

PROVIDING  CLASSIFICATION  Gl  IDANX’E 

NRaD  has  the  res^xmsibility  (through  the  Contracting  Officer’s  Representative  (COR).  Tech¬ 
nical  Representative  (  TR)  Program.  Project,  and  Systems  Managers)  for  providing  all  contrac¬ 
tors  [X'rforming  on  a  classified  cc.ntract  timely  and  accurate  classification  instructions  and  guid¬ 
ance.  The  complete  DD  Form  254.  including  attachments  and  supplements,  is  the  basic 
doc  iiment  for  conveying  to  contractors  applicable  classification,  regrading,  and  declassification 
specifications  for  a  classified  solicitation  or  contract.  Tliis  res(X’)nsibilit}  is  assumed  by  prime 
contractors  for  any  of  their  subcontractors.  TIIERfi  IS  NO  .SrBS  riTrTE' 


The  DD  Form  254  indicates,  through  a  combination  of  checklist  and  narration,  the  classified 
areas  of  information  on  the  contract  and  any  speciai  considerations.  An  original  DD  Form  254 
shall  be  included  with  each  Request  for  Quote  (RFQ),  Request  for  Proposal  (RFP),  or  any  other 
solicitation,  to  ensure  that  the  prospective  contractor  is  aware  of  the  security  requirements  of  the 
contract  and  can  plan  accordingly.  An  original  award  DD  Form  254,  reflecting  the  prime  con- 
tractoi,  shall  also  be  included  in  the  contract  awarded  to  the  successful  bidder. 


SECTION  II 


GENERAL  REQUIREMENTS  AND  RESPONSIBILITIES 


PRINCIPLES  OF  CLASSIFIED  CONTRACTING 


When  a  determination  is  made  tliat  certain  work  or  other  services  are  not  within  either  the 
physical  or  economical  capabilities  of  NRaD  and  the  work  will  be  contracted,  a  second  deter¬ 
mination  must  be  made  relative  to  the  classification  of  the  contract  for  the  work  or  services  to  be 
performed. 

a.  If  contractor  employees  require  access  to  classified  information  or  classified  material  in 
the  performance  of  the  contract,  the  contract  will  be  considered  a  classified  access  contract  and 
should  be  processed  in  accordance  with  the  instructions  outlined  in  this  document.  A  contract 
may  be  considered  as  classified  access  even  though  the  contract  documents  (DD  Form  254, 
Statement  of  Work  (SOW),  Specifications  or  Contract  Data  Requirements  List  (CDRL))  them¬ 
selves  are  not  classified. 

b.  If  the  contract  does  not  involve  access  to  classified  information  as  defined  above,  the 
contract  will  be  considered  unclassified  and  the  provisions  outlined  in  this  document  do  not 
apply.  Contracts  involving  the  unclassified  portions  of  a  classified  contract  shall  be  judged  on 
their  own  merit  and  will  normally  be  considered  unclassified:  however,  consideration  must  be 
given  to  the  possibility  of  access  requirements  for  reference  only  in  gaining  necessary  theory  and 
background  for  fulfillment  of  the  contract.  Access  to  classified  information,  even  on  a  one-time 
basis,  would  be  considered  a  classified  access  contract. 

c.  The  COR/TR  should  make  the  decision  as  to  which  elements  of  the  contract  involve 
access  to  classified  information,  the  degree  of  access,  .and  any  special  considerations.  These 
determinations  may  be  made  by  a  combination  of  individuals:  however,  neither  the  Procuring 
Contracting  Officer  (PCO)  nor  the  Contracting  Officer  for  Security  Matters  (COSM),  Code 
(B53.  would  have  the  technical  expertise  to  make  these  decisions.  Rather,  the  PCO  and  COSM 
will  serve  as  advisors  and  have  the  responsibility  to  review  the  classification  specifications 
outlined  in  the  DD  Form  254. 


PRECONTRACT  NEGOTIAI  IONS  (SOLICITATIONS,  RFP,  ETC.) 

If  a  current  contractual  relationship  exists  under  the  same  prime  contract  number  as  the  new 
negotiations,  and  the  previously  issued  classification  is  valid  for  the  precontract  negotiations,  a 
precontract  DD  Form  254  is  nci  required.  TTie  contractor  shall  use  the  DD  F-orm  254  issued 
under  the  current  contractual  relationship  for  classification  guidance. 


If  a  current  contractual  relation  .hip  do's  not  exist,  a  DD  Fonn  254  will  be  properly  com¬ 
pleted  by  the  CORTR  and  approved  by  the  COSM. 


AWARD  OF  A  CLASSIFIED  CONTRACT 

Once  the  solicitation  phase  is  completed,  if  required,  and  pi  ior  to  the  award  of  a  classified 
contract,  the  COR/TR  shall  complete  and  submit  to  Code  0353  an  award  DD  Form  254.  The  DD 
Form  254  should  establish  the  proper  security  classification  of  the  specific  work  to  be  accom¬ 
plished  by  the  proposed  contractor.  Code  0353  will  then  forward  the  approved  and  signed  DD 
Form  254  to  the  Contracting  Officer  for  award  and  distribution. 

REVIEW  AND/OR  REVISION  OF  CONTRACT  SECURITY  CLASSIFICATION 
SPECIFICATIONS 

Periodic  reviews  by  the  COR/TR  of  tlie  DD  Form  254  for  the  Prime  Contract  are  necessary 
because  classification  guidance  and  instructions,  as  well  as  program  tasks,  may  change. 

NRaD  is  required  to  review  the  classification  specifications  periodically:  at  least  on  a 
biennial  (every  two  years)  basis.  A  revised  DD  Form  254  shall  be  issued  every  two  years  on  the 
anniversary  date  of  the  DD  Form  254  in  existence.  Reviews  should  be  conducted  before  the 
biennial  anniversary  of  the  date  reflected  in  block  3.a  of  the  DD  Form  254. 

COMPLETION  OF  CONTRACT 

Contractors  desiring  to  retain  any  classified  material  beyond  the  120  days  specified  in  para¬ 
graph  5-701  ISM  shall  notify  NRaD  of  the  identify  of  the  specific  documents  to  be  retained  and 
present  justification  for  the  retention.  In  such  cases,  the  contractor  may  retain  the  classified 
material  for  a  period  of  two  (2)  years  unless  notified  to  the  contrary  by  NRaD.  The  two-year 
period  of  retention  shall  be  computed  from  the  date  of  the  contractor’s  correspondence  to  NRaD. 
If  retention  is  required  beyond  the  two-year  period,  the  contractor  must  again  request  retention 
from  NRaD.  At  this  time,  if  NRaD  determines  the  contractor  has  a  continuing  need  for  the  mate¬ 
rial.  .NRaD  must  issue  a  final  DD  Form  254  for  the  classified  contract,  hem  5  of  the  DD  Form 
254  applies  and  will  be  completed  to  show  the  authorized  retention  period,  as  appropriate,  hem 
1 3  of  the  DD  Form  254  w  ill  annotated  to  provide  final  dis[X)sition  instructiof.s  for  the  classi¬ 
fied  material  under  the  contract. 

Contractors  shall  identify  classified  material  for  retention  as  follow's. 

•  TOP  .SltCRKT  material  shall  fie  identified  in  a  list  of  specific  documents. 

•  .SFX'RHT  material  shall  lx*  identified  in  a  list  of  s[^x’cific  documents  unless  NRaD 
authorized  identification  by  subject  matter  ;md  approximate  number  of  documents. 

•  rONFIDHNTIAI  material  shall  he  identified  by  an  approximate  number  of  docu¬ 
ments. 

Contractors  shall  include  a  stiitemcnt  of  justification  for  retention  based  tvn  the  following: 

a.  Tlie  material  is  necessary  for  the  maintenance  of  the  contractor's  essential  records. 

b.  Ilie  material  is  patentable  or  proprietary  data  to  which  the  contractor  has  title. 

c.  llie  material  will  assist  the  contractor  in  independent  research  and  development  efforts. 
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d.  The  material  will  benefit  the  U.S.  Government  in  the  performance  of  other  prospective  or 
existing  NRaD  contracts. 

e.  The  material  is  being  retained  in  accordance  with  the  “records  retention  clause”  of  the 
contract. 

f.  The  material  will  benefit  the  U.S.  Government  in  the  performance  of  another  active  con¬ 
tract  and  is  being  transferred  to  the  active  contract  (specify  contract).  A  copy  of  the  correspon¬ 
dence  will  be  provided  to  both  NRaD,  and  the  other  agency  by  the  contractor. 

Tlie  final  DD  Form  254  is  prepared  by  the  COR/TR  and  is  issued  by  the  COSM  following 
the  format  in  Appendix  D. 

GENERAL  REQUIREMENTS 

A  completed  DD  Form  254,  with  attachments  and  supplements  as  applicable,  is  the  basic 
document  by  which  classification,  regrading,  and  declassification  specifications  are  documented 
and  provided  to  prime  contractors.  It  is  designed  to  identify  the  specific  items  of  classified  in¬ 
formation  involved  in  the  contract  that  require  security  classification  protection.  Based  on  the 
classification  guidance  received  from  NRaD,  each  contractor  is  responsible  for  developing  the 
DD  Form  254  for  each  classified  subcontract,  request  for  proposal,  or  other  solicitation  let  to 
cleared  subcontractor  facilities. 

The  DD  Form  254  embodies  the  concept  that  sensitive  information  itself  shall  be  identified 
and  assigned  a  proper  classification  rather  than  assigning  a  classification  to  media  by  which  clas¬ 
sified  information  could  be  conveyed.  This  method  of  classifying  information  rather  than  media 
is  intended  to  answer  the  question:  “What  is  there  about  a  specific  item  of  hardware  or  informa¬ 
tion  that  causes  it  to  be  classified?” 

DD  Form  254s  will  normally  not  be  classified.  When  the  instructions  must  contain  classified 
information,  a  reference  to  the  classified  material  will  be  made  in  Item  number  13  of  the  DD 
Form  254  and  the  classified  material  will  be  forwarded  under  separate  cover. 
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APPENDIX  A 


PREPARATION  OF  A  SOLICITATION  DD  FORM  254 


This  appendix  will  explain  the  correct  method  for  completing  the  DD  Form  254  for  the 
SOLICITATION  STAGE  ONLY.  The  solicitation  stage  includes  Invitations  for  Bid  (IFB), 
Requests  for  Proposal  (RFP),  Requests  for  Quotation  (RFQ),  or  other  precontract  solicitation 
negotiations  conducted  to  select  a  contractor  or  determine  costs. 

ITEM  I:  In  Item  l.a  enter  ONLY  the  highest  level  of  facility  clearance  required  by  the  pro¬ 
spective  contractor.  This  is  also  the  level  of  personnel  clearances  you  will  require  for 
your  contract.  Use  only  the  words  TOP  SECRET,  SECRET,  or  CONFIDENTIAL. 
The  contractor  must  have,  or  be  eligible  for,  a  facility  clearance  at  least  as  high  as 
the  classification  indicated  in  Item  l.a.  In  Item  l.b,  type  the  highest  level  of  safe¬ 
guarding  capability  required  by  the  contractor  for  performance  of  the  contract.  The 
classification  shown  in  1  .b  may  not  be  higher  than  that  shown  in  Item  1  .a.  If  the 
contractor  will  not  possess  classified  information  at  the  cleared  facility  in  performing 
the  contract,  enter  Not  Applicable  (N/A)  or  NONE. 

1.  CLIAKAWa  AND  SAFtGUAMMWG 

«.  fAOUTY  CUAAANa  MOVffMO 

bk  UVfl  Of  VATCCUAMMM  MOUMO 


ITEM  2:  Place  an  X  in  2.c  ONLY.  Make  no  entries  in  2.a  or  2.b.  If  the  due  date  of  the  solicita¬ 
tion  is  known,  make  the  appropriate  entry,  using  numbers  only,  in  the  year-month- 
day  format  (e.g.,  931116). 


1  2.  THIS  SPCOFK^nON  IS  FOR;  pr  w0»9htt  m  | 

a.  ngMC  CONTRACT  MUMUA 

h.  SUtCOKTMa  NUMtiA 

X 

C  KMXrrAllON  OA  OT>«R  MUMKA 

Date  (rrwMM» 

ITEM  3:  Place  an  X  in  block  3.a  ONLY  and  enter  the  date  the  DD  Form  254  was  typed  by 
using  numbers  only  in  the  year-month-day  format  (e.g.,  9311 16). 


1  3.  THIS  SPEOFICATION  IS;  (i  | 

X 

a.  OAi&ihaL  d^t«  kt  af  cjmV 

D«lt  (YfMVOO; 

bi  RCViSeO 

sM  tpadl 

AiTvHkM)  Mo. 

o»if  (rruMOo; 

C  FtHAl  (Cofr^tttw  ttwtn  5  kt  tK  iMmtf 

Data  (rrti4»4O0) 

ITEM  4:  Place  an  X  in  the  NO  block.  Until  the  contractor  has  been  selected  it  cannot  be  deter 
mined  that  this  is  a  follow-on  contract. 
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ITEM  6;  Type  the  following  phrase  in  this  space;  THIS  DD  FORM  254  IS  FOR  BIDDING 

PURPOSES  ONLY.  A  PRIME  CONTRACT  DD  FORM  254  WILL  BE  PROVIDED 
UPON  CONTRACT  AWARD. 


6.  CONTRACTOR  pndk^  Commenisl  •otf  Goxffywtffr  tfrtlty  (CACt)  Cotfe) 

•.  NAMF.  AODftfSS,  AND  21^  COOC 

b.  CAG€  CODC 

c  COGNIZANT  (ECUK/TV  OfFiCC  Addrro.  Zip  Cpd«> 

ITEM  7:  Leave  blank. 


1  7.  SUBCONTRAaOR  1 

•.  NAME,  AOO^eSS,  AND  CODE 

b.  CAGE  CODE 

c.  COGNIZANT  (CCUIvrv  OFFICE  (Nsmt.  Add/ra.  *ifd  Ztp  OxftJ 

ITEM  8:  Leave  blank. 


la.  actual  performance 

a.  location  I 

b  CAGE  CODE 

w  cognizant  SECUFUTY  OFHCE  AMrra.  4ttd  Zip 

ITEM  9:  Enter  a  brief,  concise,  and  unclassified  description  of  the  procurement  action.  This 
may  be  Research,  Development,  Production,  Study,  Serv'ices,  etc.  (e.g.,  "Research 
and  Development  of  Countermeasures  Tec  hniques”  or  "Serviees  Related  to  Radar 
Equipment,  Production  of  Countermeasures  Set”). 

9.  GENERAL  IDENllflCATION  OF  THIS  PROCUREMENT 
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ITEM  10;  THIS  CONTRACT  WILL  REQUIRE  ACCESS  TO;  Mark  these  items  YES  or  NO 
according  to  the  requirements  of  the  contract.  An  explanation  of  each  item  follows 
this  illustration. 


1 10.  THIS  CONTPAa  WIU  REQUIRE  ACCESS  TO: 

— 

NO 

a. 

COMMUNICATIONS  SECUAHY  (COMSFO  tNFOlUMATTON 

b. 

ACSTluaEO  DATA 

c 

CKfTlCAl.  NUCLiAA  WEA^N  DESIGN  INFORMATION 

d. 

fORMEfUY  RESTRiaCO  DATA 

1. 

INTELLlGlNCC  iNFOAMATtON; 

(DSefttrthrt  trtformatic«»  (SO) 

(21  M<Kt-sa 

f 

SAtOAl  ACCESS  INfOAMATlON 

9 

NATO  iNFOAMAflON 

h 

FOAfiGN  GOVERNMENT  INFORMATTON 

i  LlMrrtO  CMSSfMINATtON  tNFOMWlATiOM 

j  fOd  US€  ONLY  tNfOlUdATiON 

k 

other  fSp«oM 

STUB  NUMBER: 

a.  COMMUNICATION  SECURITY  (COMSEC)  INFORMATION.  If  the  contrac¬ 
tor  requires  access  to  any  COMSEC  information,  including  a  STU  HI.  enter  an  X 
in  the  YES  box.  COMSEC  information  includes  accountable  or  nonaccountable 
COMSEC  information  and  Coiitrolled  Cryptographic  Items  (CCIs).  If  account¬ 
able  COMSEC  information  is  involved,  the  contractor  m.ust  have  a  COMSEC 
account  and  Item  1 1  .h  must  be  marked  YES.  An  X  in  the  YES  box  imooses  the 
requirements  of  the  COMSEC  Supplement  to  the  ISM  on  the  contractor  for  safe¬ 
guarding  the  COMSEC  information.  Type  in  Item  1?.;  "RELEASE  OF  COMSEC 
INFORMATION  IS  NOT  AUTHORIZED."  Tyrae  in  Item  13;  “lO.a  ACCESS 
TO  ANY  COMSEC  INFORMATION  REQUIRES  SPECIAL  BRIEFINGS  AT 
THE  CONTRACTOR  FACILITY.  ACCESS  TO  CLASSIFIED  COMSEC 
INFORMATION  REQUIRES  A  FINAL  U.S.  GOVERNMENT  CLEARANCE 
AT  THE  APPROPRIATC  LEVEL." 

b.  RESTRICTED  DATA.  Mark  YES  if  access  to  RESTRICTED  DATA,  informa¬ 
tion  which  is  classified  and  controlled  under  the  Atomic  Energy  .\ct  of  1934,  or 
CRITICAL  NUCLEAR  WEAPON  DESIGN  INFORMATION  (CNWDI).  is 
required.  This  item  would  always  be  marked  YES  if  Item  lO.c  is  marked  YES. 
Type  in  Item  13;  "lO.b  ACCESS  TO  RESTRICTED  DATA  REQUIRES  A 
FINAL  U.S.  GOVERNMENT  CLEARANCE  AT  THE  APPROPRIATE 
LEVEL." 

c.  CRITICAL  NUCLEAR  WEAPON  DESIGN  INFORMATION  (CNWDI).  Mark 
YES  if  access  to  CNWDI  is  required.  T^-pe  in  Item  13:  "lO.c  SPECIAL  BRIEF¬ 
INGS  AND  PROCEDliRES  ARE  ALSO  REQUIRED.  ACCESS  TO  CNWDI 
REQUIRES  A  FINAL  U.S.  GOVERNMENT  CLEARANCE  AT  THE 
APPROPRIATE  LEVEL." 

d.  FORMERLY  RESTRICTED  DATA.  Mark  YES  if  access  to  FORMERLY 
RESTRICTED  DA'fA  is  required. 


e.  INTELLIGENCE  INFORMATION.  This  information  is  under  the  jurisdiction 
and  control  of  the  Director  of  Central  Intelligence  (DCl)  and  circulated  within 
the  intelligence  Community.  If  intelligence  information  is  involved,  NRaD  is 
responsible  for  ensuring  that  the  additional  security  requirements  outlined  in 
various  D''  I  directives  are  incorporated  in  the  guidance  provided  to  the  contrac¬ 
tor  and  ai  -  Tailored  to  the  performance  requirements  of  the  contract.  The  guid¬ 
ance  may  be  included  in  the  contract  document  itself,  in  Item  13.  or  prc'rided 
under  separate  cover.  The  Cognizant  Security  Office  (CSO)  does  not  conduct 
security  inspections  for  SENSITIVE  COMPARTMENTED  INFORMATION 
(SCI)  but  is  responsible  for  inspection  of  non-SCl  intelligence  in  the  possession 
of  a  contractor.  If  access  to  SCI  is  required,  Item  lO.e(l)  and  Items  !4  and  15 
would  always  be  marked  YES.  If  access  to  non-SCI  is  required.  Item  10.e(2) 
would  be  marked  YES,  Item  14  would  be  marked  YES  and  annotated  “INTEL¬ 
LIGENCE  REQUIREMENTS  ARE  ATTACHED.”  and  Item  15  would  be 
marked  NO.  If  yo  i  think  yon  will  be  requiring  access  to  SCI  information,  check 
with  Code  017  first.  Type  in  Item  13;  “10.e(2)  ACCESS  TO  INTELLIGENCE 
INFORMATION  REQUIRES  A  FINAL  U.S.  GOVERNMENT  CLEARANCE 
AT  THE  APPROPH  lATE  LEVEL.” 

f.  SPECIAL  ACCESS  INFORMATION.  This  is  a  Special  Acces.s  Program  (SAP) 
that  has  been  approved  by  the  U.S.  Government.  When  this  item  is  marked  YES. 
NRaD  is  responsible  for  providing  the  contractor  with  the  additional  require¬ 
ments  needed  to  ensure  adequate  protection  of  the  SAP  information  involved. 
The  additional  security  requirements  may  be  included  in  the  contract  document 
itself,  in  Item  13,  or  provided  under  separate  cover.  Item  14  would  be  marked 
YES,  and  Item  15  should  be  completed  as  appropriate.  Type  in  Item  13:  ‘TO.f 
ACCESS  TO  SAP  INFORMATION  REQUIRES  A  FINAL  U.S.  GOVERN¬ 
MENT  CLEARANCE  aT  THE  APPROPRIATE  LEVEL.” 

g.  NATO  INFORMATION.  This  means  that  information/documents  belong  to  and 
are  circulated  by  the  North  Atlantic  Treaty  Organization  (NATO).  T^pe  in  Item 
13;  “lO.g  ACCESS  TO  NATO  INFORMATION  REQUIRES  A  FINAL  U.S. 
GOVERNMENT  CLEARANCE  AT  THE  APPROPRIATE  LEVEL  AND 
SPECIAL  BRIEFINGS.” 

h.  FOREIGN  GOVERNMENT  INFORMATION.  Tliis  includes  any  foreign  gov¬ 
ernment  information  except  NATO.  Type  in  Item  13:  “lO.h  PRIOR  APPROVAL 
OF  NCCOSC'  RDTE  DIV  IS  REQUIRED  FOR  SUBCONTRACTING. 

ACCESS  TO  CLASSIFIED  FOREIGN  GOVERNMENT  INFORMATION 
REQUIRES  FINAL  U.S.  GOVERNMENT  CLEARANCE  AT  THE 
APPROPRIATE  LEVEL.” 

i.  LIMITED  DISSEMINATION  INFORMATION  (LIMDIS).  This  refers  to  restric¬ 

tive  controls  established  by  an  original  classification  authority  to  emphasize 
need-to-know  protective  measures  available  v.'ithin  the  regular  security  system. 
Type  in  Item  13:  “lO.i  The  specific  LIMDIS  project(s)  requiring  access  under 
this  contracts  is  (are) _ .”  Contracts  that  involve  L  IMDIS  controls  do  not 
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qualify  for  carve-out  status.”  When  this  item  is  marked  YES.  Item  14  would  be 
marked  YES,  and  Item  15  would  be  marked  NO. 


NOTE: 


ITEM  11: 


j.  FOR  OFFICIAL  USE  ONLY  (FOUO).  When  marked  YES.  NRaD  is  responsible 
for  providing  the  contractor  with  the  safeguards  and  procedures  necessary  for 
protection  of  the  information.  Chapter  13,  Section  6,  ISM  contains  DoD  require¬ 
ments  for  protection  of  the  information.  T\pe  in  Item  13:  "lO.j  FOR  OFFICIAL 
USE  ONLY  INFORMATION  PROVIDED  UNDER  THIS  CONTRACT  SHALL 
BE  SAFEGUARDED  AS  SPECIFIED  IN  CHAFl’ER  13.  SECTION  6.  ISM.” 

k.  OTHER  (SPECIFY).  Use  this  item  for  any  other  information  not  included  in 
lO.a  through  lO.j.  Specify  the  type  of  information  and  include  any  additional 
remarks  needed  in  Item  1 3. 

The  access  requirements  listed  above  are  common  situations  that  occur  in  classified 
contracts.  If  they  are  not  applicable  to  the  contract  requiremenis,  indicate  NO  for  all 
of  them,  and  in  Item  lO.k,  type;  "SEE  FFEM  13.”  Include  appropriate  statements  in 
Item  13. 

PERFORMANCE  REQUIREMENTS.  These  items  are  marked  YES  or  NO  accord¬ 
ing  to  the  requirements  of  the  contract.  An  explanation  of  each  item  follows  this 
illustration. 


11.  IN  PtRFORMING  THIS  CONTRACT.  THI  CONTRAaOR  WILL; 

■a 

mm 

FAClLOnr  QA  A  GOVfANMCNT  ACTtVITY 

b  «afVC  OASStflCO  OOCUMfMTS  ONkY 

c  fuam  AHo  GFNeRATc  cossirtco  MArefuAi 

4  FAIfUCATC.  MOOIFT.  OA  STOM  CLASSlFICU  HAAOWAM 

t.  pcafoam  ^KVICCS  only 

h.  AfQUIAE  A  COMSeC  ACCOUNT 

L  NAve  TCMnST  AtOUIA£MCNTS 

i.  HAVI  OAflUTIONS  SKUAtTY  (OMCO  ACQUmiMfNTt 

k  •£  AUTMOAIZCO  TO  TMt  DEFENCE  COUAICA  SCAVJCf 

1.  OTM€A 

1 

1 

a.  HAVE  ACCESS  TO  CLASSIFIED  INFORMATION  ONLY  AT  ANOTHER 
CONTRACTOR’S  FACILITY  OR  A  GOVERNMENT  ACTIVITY.  Note  the 
word  ONLY.  There  will  be  no  access  to  classified  information  at  the  contractor’s 
facility.  The  contractor  will  not  be  required  to  have  any  safeguarding  capability 
at  its  facility  and  Item  1  .b  would  be  marked  N/A  or  NONE.  If  the  YES  box  is 
marked  for  this  item,  add  the  following  annotation  in  Item  1 3;  “1 1  .a  CON¬ 
TRACT  PERFORMANCE  IS  RESTRICTED  TO  NCCOSC  RDTE  DIV,  SAN 
DIEGO.  CA  92152  5001  (OR  .APPROPRIATE  ADDRESS).  NCCOSC  RDTE 
DIV  WILL  PROVIDE  SECURITY  CLASSIFICATION  GUIDANCE  FOR 
PERFORMANCE  OF  THIS  CONTOACT.” 


A-5 


b.  Rl-Cliivi-;  (  LASSII  IliD  IXX'l'MIiMS  ONLY.  Noio  the  word  ONLY,  Rie  con 
tractor  will  receive  classified  dix  uments  but  is  not  tt)  generate  classified  informa 
tion  that  will  require  detailed  guidance.  The  classification  markings  shown  on  the 
diKuments  received  will  provide  the  classif  .ation  guidance  necessary.  Add  the 
following  annotation  in  Item  1.^.  "I  l.b  ANY  C'LASSIF  II-J)  INI-ORMA'riO.N 
CHNIiRAfLiD  IN  Pi;RI  ()RMAN('h  Ol-  THIS  ('ON  I  RAC T  SHALL  BH 
C'LASSIMLD  ACTORDINC;  TO  Till-:  MARKINGS  SHOWN  ON  THH 
SOURCH  MATHRIAL." 

c.  RfcCLI  VE  AND  GENERATE  CLASSIFIED  INFT)RMATION.  I’he  contractor  is 
expected  to  receive  and  generate  classified  information  (documents  ancLor  hard¬ 
ware)  and  will  require  detailed  security  classification  guidance  for  performance 
of  the  contract.  If  the  YES  box  is  marked,  detailed  security  classification  guid¬ 
ance  must  be  provided  to  the  contractor.  The  guidance  may  be  included  in  Item 

1 3,  attached  to  the  DD  Form  254,  or  forwarded  under  separate  cover.  Statements, 
as  appropriate,  shall  be  included  in  Item  1 3  to  direct  the  contractor  to  the  guid¬ 
ance  for  the  contract. 

d.  FABRICATE,  MODIFY,  OR  STORE  CLASSIFIED  HARDWARE.  YES  only  if 
the  contractor’s  need  will  exceed  two  cubic  feet  of  storage  capability,  which  is, 
the  approximate  area  in  a  standard  drawer  of  a  security  container.  If  YES, 
include  as  much  information  as  possible  in  Item  13  to  indicate  if  Restricted  or 
Closed  Areas  will  be  required.  How  much  hardware  is  involved?  How  large? 

How  much  area  will  be  required  for  storage? 

e.  PERFORM  SERVICES  ONLY.  YES  will  require  a  statement  in  Item  13  to 
explain  the  services  and  to  provide  appropriate  guidance.  Sample  statements  are 
given  below.  For  service-type  contracts  not  covered,  add  any  appropriate  state¬ 
ment  in  Item  13  that  explains  why  the  contract  is  a  classified  contract  and  pro¬ 
vide  guidance  a>  necessary  to  ensure  protection  of  the  classified  information. 

(1)  GRAPHIC  ARTS  SERVICES,  add  the  following  statement  in  Item  13:  “ll.e 
REPRODUCTION  SERVICES  ONLY.  CLASSIFICATION  MARKINGS 
ON  THE  MATERIAL  TO  BE  REPRODUCED  WILL  PROVIDE  THE 
CLASSIFICATION  GUIDANCE  NECESSARY  FOR  PERFORMANCE  OF 
THIS  CONTRACT.” 

(2)  ENGINEERINCj  services,  add  the  following  .statement  in  Item  13:  "1  l.e 
CONTRACT  IS  FOR  ENGINEERING  SERVICES.  CLASSIFICATION 
MARKINGS  ON  THE  MATERIAL  TO  BE  FURNISHED  WILL  PROVIDE 
THE  CLASSIFICATION  GUIDANCE  NECESSARY  FOR  PER¬ 
FORMANCE  OF  THIS  CONTRACT.” 

(3)  EQUIPMENT  MAINTENANCE  SERVICES,  add  the  following  statement  in 
Item  13:  "1  l.e  CONTOACT  IS  FOR  EQUIPMENT  MAINTENANCE 
SERVICES  ON  EQUIPMENT  THAT  PROCESSES  CLASSIFIED 
INFORMATION.  ACTUAL  KNOWLEDGE  OF.  GENERATION,  OR  PRO¬ 
DUCTION  OF  CLASSIFIED  INFORMATION  IS  NOT  REQUIRED  FOR 
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PI :RK)RMAN(  I  Ol  mi  (OMRAC  I  (  I  I  ARI  H  PI  RSOWI  I  ARI 
RI.griRI  1)  lO  PI  RIORM  mis  SI  RS  K  l  HK  M  si  A(  (  l  SS  IX) 

(  I.ASSII  II  n  INI ORMAMOS  (  AS  SOI  HI  PRI  (  I  I  IM  D  l\\ 
I.SCORTINC  PI  RSOSSI  I  ASV  (  I  ASSII  l(  AI  K  )S  ( il  IDASC  I 
SI, 1-1)1  I)  Wil  l  HI  PROS  11)1  I)  HV  S(  (  ()S(  RDIl  l)l\ 

(4)  (il  ARI)  SI-.RV'K ■l-.S,  add  )Ik‘  lolKiuin^  siatfnu'nl  in  llcm  I  ^  "I  I  .c  t'ON 
TRACT  IS  l-OR  (Jl  ARI)  SI.RV  ICI-.S.  CI  I.ARI.I)  PhRSOSSI  I.  ARi: 
RCQCIRHI)  TO  PI  RIORM  THIS  SI  RS  l(T ■ 

f.  HAVI-:  AC('HSS  TO  U.S.  CI.ASSIMHD  ISI-ORMATIOS  Ol  'I'SIDi;  THH  I  S.. 
PI  I:RTO  RICO.  U  S.  POSSliSSlONS  AND  n?l'ST  rHRRriX)Rli:S.  If  YES. 
indicate,  as  a  minimum,  the  city  and  country  of  overseas  performance  m  Item  13. 
Item  14  may  be  YES  and  should  be  completed  if  appropriate. 

g.  BE  AUTHORIZED  TO  USE  THE  SERVICES  OF  DEFENSE  TECHNICAL 
INFORMATION  CENTER  (DTIC)  OR  OTHER  SECONDARY  DISTRIBU¬ 
TION  CENTER.  YES  in  this  item  means  the  contractor  is  authorized  to  use  the 
services  of  DTIC.  Add  in  Item  13:  “1  Eg  THE  CONTRACTOR  WILL 
PREPARE  AND  PROCESS  DD  FORMS  1540  AND  1541.  NCCOSC  RDTE 
DIV  WILL  CERTIFY  NEED-TO-KNOW  TO  DTIC. 

h.  REQUIRE  A  COMSEC  ACCOUNT.  If  accountable  COMSEC  information  will 
be  provided  to  the  contractor,  enter  an  X  in  the  YES  box.  If  nonaccountable 
COMSEC  information  is  involved,  enter  an  X  in  the  NO  box.  An  example  of 
nonaccountable  COMSEC  v/ould  be  a  STU-III  key. 

i.  HAVE  TEMPEST  REQUIREMENTS.  TEMPEST  requirements  are  in  addition 
to  the  requirements  of  the  ISM  and  are  required  if  Item  I  l.c  is  marked  YES.  If 
YES  in  this  item.  Item  14  must  also  be  YES  and  the  following  will  be  typed  in 
Item  1 4:  “TEMPEST  REQUIREMENTS  ARE  ATTACHED  and  may  be  passed 
to  subcontractors.”  Pen'inent  information  will  be  attached  to  the  DD  Form  254 
by  Code  0353. 

j.  HAVE  OPERATIONS  SECURITY  (OPSEC)  REQUIREMENTS  (DCS). 

OPSEC  requirements  are  in  addition  to  the  requirements  of  the  ISM.  If  YES  is 
marked.  Item  14  must  also  be  YES  and  the  pertinent  contract  clauses  identified, 
appropriate  information  added  to  Item  13,  or  the  OPSEC  requirements  attached 
to  the  DD  Form  254.  Questions  regarding  OPSEC  should  be  directed  to  Code 
0353. 

k.  BE  AUTHORIZED  TO  USE  THE  DEFENSE  COURIER  SERVICE.  This  item 
authorizes  the  contractor  to  use  the  services  of  DCS.  YES  requires  NRaD  to 
request  DCS  services  from  the  Commander,  Defense  Courier  Senice,  ATTN: 
Operations  Division.  Fort  George  G.  Meade.  MD  20755-5370.  Only  certain 
classified  information  qualifies  for  shipment  by  DCS.  Contact  Code  0353  for 
further  information  on  tliis  process. 
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I  ( )  rMI  R  (Sncil  Y)  l  \c  this  Horn  lo  acid  any  iKldiiional  performance  require- 
menis  no(  coceri'd  above.  Item  1.^  should  Iv  appropriately  annotated  to  provide 
an\  neeossarv  reniarlcs. 

\{  )  Hie  [x'rfonnatx  e  requirements  lisk'd  above  are  eommon  situations  that  occur  in  clas- 

sif  icd  contnKts.  If  (hey  are  not  applicable  to  the  contract  mquirements.  indicate  NO 
for  ail  of  them,  add  in  Item  1 1 .1;  “Sl-E  ITKM  1 3”  and  include  appropriate  statements 
m  Item  13. 

i  ri'.M  12:  Place  an  X  in  the  "through”  box  and  type  in  the  following  address  in  the  space  pro¬ 
vided  Commanding  Officer.  NCC'OSC  RDTE  DIV  003.  53560  Hull  Street.  San 
Diego.  CA  92152  -5001.  rnis  information  is  preprinted  on  most  forms. 


12.  P1/9UC  Any  )ntorm*tton  fo  contr*^  ViAM  not  M  tOf  tftufmtnAtiO''  eicepi  M  prOv*d«d  by  th«  >ndvitr1«l 

or  untvMK  Mt  AOp^onTd  lot  Oubitc  r^c*M  toy  «oo«oprs«t«  Ui  Oo*«fnm«nt  •utNMiiy  public  »h*n  fev  »ubmm«d  for  approv*!  prior  to  ri 

Direct  GU  ntoKi^h  fVK/h'l 

COMMANDING  OKFICER,  NCCOSC  RDTE  DIV  003,  53S60  HULL  ST,  SAN  DIEGO,  CA  92152-5001 


to  the  CHr«<iorat«  for  ^rw^orw  ol  information  and  Wcjrfty  Arrtrw.  Offkf  of  tNt  Aianiant  Wcrctary  of  D«4enM  (^ublk  aiffairij*  for  rcviaw 
*  In  COM  of  rton>OoO  Umt  rcoimts  for  dHcfoaur*  tbafl  b«  wbrrunad  te  that  a9orKy 


ITEM  13:  This  is  the  most  important  part  of  the  entire  DD  Form  254.  In  completing  this  item 
ask  yourself  the  questions  following  this  illustration: 


13.  SECURITY  CUIOANCE.  Ttoa  M<umy  dosaffkJtlon  ^uldanct  ■Moded  for  ihn  ■doiaditd  effort  H  Idfitfttod  btlOM.  If  aAydltfkviTy  to  rficoumerod  in  applying  thii9utdanct »  K  any  otbtr 
contrfcutlng  factor  indkatM  •  ncvd  for  changot  kt  chH  guidanct.  ttot  cont/ucror  to  auttoortiad  and  ancouragvd  to  provid#  rtcommandad  ctoangn:  to  ctoatotf^  the  guManct  or  thf  daudka^KM 
etaigned  to  any  tnforwuitkKi  or  aMtarial  fumtototd  or  generated  wr«der  tKii  convao.  and  towbmfi  any  guenlona  for  InterpmaUon  of  thto  guidance  to  the  official  ldcf«ttf>«d  below,  e^ndlng  final 
dtfctokm.  the  informatkyilrrwnlved  than  be  handled  and  protected  at  the  hlghMleMl  erf  cfatUfkatk>nanign«d  or  rtcemmended.  In  acrappropHarr  the  tfanffted  effort  anacfcor 
fofwsrt  under  aeparete  corrrappndenct.  any  dcKurrHrnQfgtAdreerfnacti  referenced  hereut  radd additional  pagn  as  needed  le  provide  w">pk re  giaiilaacrj 


COPIES  OF  AiL  SUBCONTRACT  DO  FORM  254  *S  MUST  BE  PROVIDED  TO  THE  DISTRIBUTION 
LISTED  IN  BLOCK  17. 


What  classified  information  will  the  contractor  need  in  the  performance  of  this  contract? 
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What  guidance  will  the  contractor  need  to  protect  the  classified  information?  Is  there  an 
existing  security  classification  guide  for  the  program  or  project?  What  portion  of  the  guide 
applies  to  this  contract?  All  or  part?  Are  there  other  guides  that  provide  guidance  to  assist  the 
contractor? 

Will  classified  hardware  be  furnished  to  or  generated  by  the  contractor?  What  information 
makes  the  hardware  classified?  Will  hardware  being  generated  require  classification?  At  what 
stage  in  its  production  does  it  become  classified?  How  much  classified  hardware  will  be  pro¬ 
duced  or  stored  by  the  contractor? 

What  unique  characteristics  are  involved  that  need  protection?  Are  there  design  features  that 
require  protection"  V‘''i;at  breakthroughs  would  be  significant  if  achieved  in  an  R&D  effort?  Are 
there  some  performance  limitations  that  require  protection? 

These  are  merely  some  of  the  questions  that  should  be  asked  when  preparing  guidance  for  a 
contract.  Put  yourself  in  the  contractor’s  place  and  try  to  determine  what  guidance  will  be 
needed  to  properly  protect  the  classified  information  that  will  be  furnished  or  generated  under 
the  contract. 

Use  this  item  to  identify  applicable  guides,  to  provide  narrative  guidance  that  identifies  the 
specific  types  of  information  to  be  classified,  to  provide  appropriate  downgrading  or  declassifi¬ 
cation  instructions,  to  provide  any  special  instructions,  explanations,  comments  or  statements 
requirement  for  information,  or  to  clarify  any  other  items  identified  in  the  DD  Form  254.  Each 
contract  is  unique  in  its  performance  requirements.  Don’t  try  to  follow  a  format  or  provide  all 
the  guidance  in  this  item. 

The  DD  Form  254,  with  its  attachments  and  incorporated  references,  is  the  only  authorized 
means  for  providing  security  classification  guidance  to  a  contractor.  It  should  be  written  specifi¬ 
cally  and  include  only  information  that  pertains  to  the  contract  for  which  it  is  issued.  It  should 
not  contain  references  to  international  agency  directives  and  instructions.  If  such  documents  pro¬ 
vide  guidance  applicable  to  the  contract,  the  pertinent  portions  should  be  extracted  and  provided 
as  attachments.  Any  and  all  documents  referenced  or  cited  in  Item  1 3  should  be  provided  by  the 
COR/TR  to  the  contractor,  either  as  attachments  or,  if  classified,  forw  arded  under  separate  cover. 
The  requirements  of  the  ISM  or  its  supplements  should  not  be  extracted  and  included  in  a  DD 
Form  254;  the  ISM  provides  safeguarding  requirements  and  procedures  for  classified  informa¬ 
tion,  not  security  classification  guidance.  Security  classification  guidance  provides  detailed  in- 
fonnation  that  relates  what  information  requires  classification,  what  level  of  classification  to 
assign,  and  the  downgrading  or  declassification  instructions  that  apply  to  ihe  information  or 
material  generated  by  the  contractor  in  the  performance  of  the  contract. 

Preparing  security  guidance  that  covers  all  of  the  performance  requirements  of  a  classified 
contract  is  a  difficult  task.  It  is  an  even  more  difficult  task  to  prepare  guidance  that  can  be  under¬ 
stood  and  implemented  by  the  contractor. 

If  the  contract  is  a  Delivery  Order  type,  the  following  may  be  used  in  lieu  of  specific  classifi¬ 
cation  guidance  on  the  basic  contract’s  DD  Fonn  254.  If  this  statement  is  used,  a  revised  DD 
Form  254  must  be  provided  for  each  Delivery  Order  requiring  access  to  classified  information. 
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"AF’PIJC’ABLr-  n.ASSIFiCATION  GUIDANCE  WILL  BE  PROVIDED  FOR  EACH  DELIV¬ 
ERY  ORDER  OR  TASK  BY  THE  CON  TRACT'ING  OFFICER’S  REPRESENTATIVE  (COR).” 


Add  to  the  bottom  of  Item  13.  for  Completion  and  Delivery  Order  type  contracts.  “  All 
requests  for  information  should  be  directed  to  Contracting  Officer.  Code  0221 .  telephone  (619) 
S.S3  4442."  For  small  purchase  actions,  type:  “The  Technical  Representative  (TR)  for  this  con¬ 
tract  is  (fill  in  the  blank).  NRaD  Code  (fill  in  the  blank),  telephone  (619)  553-  (fill  in  the 
blank).” 

ITEM  14:  This  item  applies  any  time  security  requirements  imposed  on  a  contractor  are  in 

addition  to  the  requirements  of  the  ISM  or  its  supplements.  YES  in  this  item  requires 
NRaD  to  incorporate  the  additional  requirements  in  the  contract  documents  itself,  or 
to  incorporate  the  additional  requirements  by  statements  of  reference  in  Item  13. 
Aitendani  costs  incurred  due  to  additional  security  requirements  are  subject  to 
negotiation  by.  and  reimbursement  to.  the  contractor  and  are  the  responsibility  of 
NRaD.  A  copy  of  the  additional  security  requirements  shall  be  provided  i:o  the  CSO 
with  the  DD  Form  254  during  distribution. 


14  ADDITIONAL  SECURITV  AEQUIRCMCNTS  rU^  fetf  tM  (OAtr*<r  fff  fn, 

co^rr9eru*f  m  coMroarf  ftteff.  or  appi>opr»«it  ffir 

•  <epf  o/div  rTfu»rto»ooq  lo  cafMioof  trewnfy  Om  f  J  ipot#  .i  ) 


SPECIFIC  ON-SITE  SECURITY  REQUIREMENTS  ARE  ATTACHED. 


ITEM  15:  This  item  applies  when  the  CSO  is  relieved  of  inspection  responsibility  m  whole  or 
in  part.  YES  requires  NRaD  to  provide  information  on  the  specific  areas  carved-out 
and  to  identify  the  activity  responsible  for  inspection.  A  copy  of  the  DD  Form  254 
must  be  provided  to  the  appropriate  CSO  or  to  DIS  HQ. 


15.  INSPcCTlONS.  flom«nn  Ot  qir«  art  owtwda  th*  >ntor<t»on  o*  i»*c  <09nuaot  wKurfty  otikw  Vff.  rrp^rr  riTtf  rffrarf^  u>cof»c 

9rvad  o»/f  aod  acfMf^  'rtpomfb^r  far  KT«po<tfao)i  yw  ffrm  fj  tf  loocv  f 


When  access  to  SCI  is  required  (Item  I0.e(l )  is  marked  YES),  the  following  statement  shall 
be  added  in  this  item:  “NCCOSC  RDTE  DIV  SSO.  CODE  0173  HAS  EXCLUSIVE 
SECURITY  RE^SPONSIBILITY  FOR  ALL  SCI  CLASSIFIED  MATERIAL  RELEASED  OR 
DEVELOPED  UNDER  THIS  CONTRACT  AND  HELD  WITHIN  THE  CONTRACTOR’S 
SCIF.  DIS  IS  RELIEVED  OF  SECURITY  INSPECTION  RESPONSIBILITY  FOR  ALL  SUCH 
MATERIAL  BUT  RETAINS  RESPONSIBILI  TY  FOR  ALL  NON-SCI  CLASSIFIED 
MATERIAL  RELEASED  TO  OR  DEVELOPED  UNDER  THIS  CONTRACT  AND  HELD 
WITHIN  THE  CONTRACTOR’S  SCIF.” 


ITEM  16:  ddiis  item  shall  contain  the  name,  title,  telephone  number,  address  and  signature  of 
the  Contracting  Officer  for  Security  Matters  (COSM)  certifying  that  the  security 
requirements  are  complete  and  adequate  for  performance  of  the  classified  effort. 
This  information  is  preprinted  on  most  DD  Form  254s. 
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1 14.  CfMTVlCATlOM  ANO  SIGNATURI.  S«cur^  iUt«4  complttc  and  adaquatt  for  t^faquardinq  tha  clatsifiad 

1  lnformatl<m  to  ba  ralaasad  or  qanaratad  undar  tbit  claiiifWd  aHort.  AR  quanions  ihaU  ba  rafarrtd  to  tha  oHklal  namtd  balow. 

C  MffO  PtAMl  or  aNTWVtNG  OffKUi 

P.  A.  TALLEY 

k  tmi 

CONTRACTING  OFFICER  FOR 

SECURITY  MATTERS 

<  riurnOMl 

(619)  553-319? 

*  AOOMtt  (Inctu^  J!*  CW>> 

COIlfMANDINO  OFFICER 

NCC08C  RDTE  DIV  0868 

68M0HUU,8T 

SAN  DIEGO  CA  93168-5001 

1  ueiutua - 

iTEM  17;  The  OD  Form  254  is  a  contractual  document  and  should  be  distributed  with  the  con¬ 
tract  document  to  all  addressees.  It  is  injportant  that  the  DD  Form  254  be  disDibuted, 
at  a  minimum,  to  those  shown  on  this  item.  Type  the  Contracts  code  that  will  be 
administering  your  contmrt  in  block  17.e.  In  block  17.f,  type:  “0353,  your  required 
codes.” 


1  17.  RCqUIREO  OISTRiaUTION  I 

XX 

8 

C09«TMn0a 

a. 

tuacoMTiuacHi 

XX 

c 

COGMZANr  IKUWTY  ornct  rOd  HUMI  AP«0  lUKOMTICACrOd 

d 

US  Acrrvrry  Aisi*09rsmkr  roa  ovrusfAS  sccinutv  AOMtNi^riuTtoa 

XX 

• 

AOMiwsTMttvf!  coMTiucriMC  ofttctu  NRrD  code 

XX 

f 

otMiiit  A<  NcattAAi  NRaD  CODES  0863, 
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APPENDIX  B 


PREPARATION  OF  AN  AWARD  DD  FORM  254 


This  appendix  will  explain  ihe  correct  method  of  completing  the  DD  Form  254  for  the 
AWARD  ONLY.  The  award  DD  Form  254  should  be  completed  by  the  COR/TR.  before  the  con¬ 
tract  has  f)een  awarded,  to  allow  sufficient  time  for  careful  completion.  The  bid  DD  f^'orm  254  (if 
one  was  used),  will  be  helpful  as  a  guide  in  the  completion  of  the  award  DD  Form  254.  It  will 
then  be  given  to  the  Contracting  Officer  for  Security  Matters  (COS.M).  Code  0.^53.  for  approval 
and  signature.  Code  0353  will  forward  the  DD  Form  254  to  the  Contracting  Officer,  to  become 
pan  of  the  contract  and  be  distributed  with  the  contract. 


ITEM  I:  In  Item  I. a.  enter  ONLY  the  highest  level  of  facility  clearance  required  by  the  pro¬ 
spective  contractor.  Tliis  is  also  the  level  of  personnel  clearances  you  will  require  for 
your  contract.  Use  only  the  words  TOP  SECRET.  SECRET,  or  CONFIDENTIAL. 
The  contractor  must  have,  or  be  eligible  for.  a  facility  clearance  at  least  as  high  as 
the  classificatio  1  indicated  in  this  item.  In  Item  I  .b.  type  the  highest  level  of  safe¬ 
guarding  capability  required  by  the  contractor  for  performance  of  the  contract.  The 
classification  shown  in  l.b  may  not  be  higher  than  that  shown  in  Item  I. a.  If  the 
contractor  will  not  possess  classified  information  at  the  cleared  facility  In  performing 
the  contract,  enter  Not  Applicable  (N/A)  or  NONE. 

1.  aiAMWCI  AND  SAflGUAWaWO 

•.  fACKHT  OiAIUkNO  if OU«fO  '  ~  ~ 

UVCL  or 


ITEM  2:  Place  an  X  in  2. a  ONLY.  Make  no  entries  in  blocks  2.b  or  2.c.  If  the  contract  number 
is  known,  enter  the  number  in  block  2. a.  If  the  contract  number  is  unknown  at  the 
time  of  preparation,  the  Contracting  Officer  or  the  Contract  Specialist  will  enter  the 
information  prior  to  award. 


1  2.  THIS  S^CQFICATION  IS  FOR:  (X  amxtrtk  m  •opSkmbhf  | 

X 

a.  nuMt  COKTHACT  MUMMil 

^  %OICOMT1UC1  NUMICII 

C  VXJCnATK>N  OA  OTHCK  NUMKH 

Dut  Date  (rrMMfxr; 

ITEM  3:  Place  an  X  i^  block  3. a  ONLY  and  enter  the  date  the  DD  Form  254  was  typed  by 
using  numbers  only  in  the  year- month-day  format  (e.g..  931116). 


1 ).  THIS  SPECIFICATION  IS:  Of  a  appAca^^e)  | 

X 

a.  OKfdNAL  (Cwnarfvfv  tn  atf  xjMtf 

Data  (YTiXMOO) 

b.  R£vtSCO 

af  prrvfcHP 

fUhrSiM  MO. 

Dait  frrWMpo) 

c  riNAl  (Ccwnp<#fv  5  M  all  caan) 

Oatt  frrMMDo; 
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ITHM  4;  If  the  contract  is  being  awarded  to  the  same  contractor  for  the  same  item  or  service 
as  the  preceding  contract,  place  an  X  in  the  YES  box.  Then  type  the  contract  number 
of  the  preceding  contract  in  the  space  provided  following  the  phrase  “Classified 
Material  received  or  generated  under.”  This  item  authorizes  the  contractor  to  transfer 
classified  material  received  or  generated  under  the  preceding  contract  to  the  current 
contract.  The  need  for  the  contractor  to  notify  NRaD  of  retention  of  classified  mate¬ 
rial  is  eliminated  until  completion  of  this  contract.  It  is  assumed  the  contractor  will 
require  access  to  the  same  information  for  performance  of  the  follow-on  contract  as 
was  required  for  the  previous  contract.  If  this  is  not  a  follow-on  contract,  enter  an  X 
in  the  NO  box. 

*.  IS  THIS  A  FOUOW-OW  CONTmCP  I  I  '  X  I  *<0  w  Y«».  townilwe  i>»  tonoi»nnr 

unttt _ Co»tr»ct  H  nWnr»e  U>  iNi  lolk>*>-on  cdntttrt. 

IITM  .5:  Place  an  X  in  the  NO  block. 

5.  IS  THIS  A  fINAL  DO  fOmf.  SSAT  I  (  Ytt  I  X  1  no  4  Tw.  cqtoM.  iI»  tolle«w« 

ini  iimuim  lu  ifii  LQiiii  unufi  rtfnwl _ ,  for  iht  _ _ 


llTiM  6:  Enter  the  name  and  address  of  the  contractor  in  6. a.  Enter  the  contractor’s  CAGE 
Code  in  6.b  if  known.  Cuut-  will  provide  the  CAGE  Code  when  contacted.  6.c 
will  be  completed  by  Code  035.^. 


1  6.  CONTRACTOft  (lAdwrf*  CammmrMi  OaMt<TN»*fnT  (itfAy  (CA<iO  Ca^t)  \ 

•  MAMC.  AOOATIS.  AMO  HP  COOC 

t».  CAai  COD€ 

C  COCmUANT  UCUAAV  O^MCt  Af^nrai  w  Vp  Ce^) 

ITEM  7:  I.x“ave  blank. 

1  7.  SUBCONTRAaOR  ! 

•  NAMt.  AODMSV  ANO  VP  COOf 

tk  CA0(  coor 

c  COGMZAm  SCCUATTV  QfPiCC  AOdf^  $nd  lip  Code! 

ITEM  8;  If  work  is  being  performed  at  a  contractor  location  other  than  specified  in  Item  6. a. 

enter  the  appropriate  name  and  address  in  Item  8. a  and  the  CAGE  Code  in  8.b.  Code 

0353  will  provide  the  CAGE  Code  when  contacted.  Code  0353  will  complete  8.c. 

Is.  actual  PERfORMANCt  I 

•  location 

CAC(  COOC 

e  COGNIZANT  SECUAjfY  OfMCC  Address.  Vp  CoOt) 
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ITEM  9:  Enter  a  brief,  concise,  and  unclassified  description  of  the  procurement  action. 

9.  SINfRAL  lOENTiriCAtldN  Of  THIS  PNOCURfMfNT 


ITEM  10:  THIS  CONTRACT  WILL  REQUIRE  ACCESS  TO:  Mark  these  Items  YES  or  NO 
according  to  the  requirements  of  the  contract.  An  explanation  of  each  item  follows 
this  illustration.  Unless  your  needs  have  changed  since  the  bid  package  was  issued, 
copy  Item  10  from  the  bid  DD  Form  254  contained  in  the  outgoing  procurement 
package  onto  your  award  form. 


10.  THIS  CONTRACT  WILL  REQUIRI  ACCESS  TO: 

■S3 

•.  COMMUNtCAHONI  ilCUMTY  <COMSeQ  ll#OllMATK)N 

IPI 

6.  luinuaco  data 

SB 

C  CAfTtOk  M^OAM  0€S»Clt  MfOAMATtOA 

A,  ^OAMKALY  MSTAiafO  DATA 

■H 

c  WYTCUlCCNCt  lNfOAMATK>M: 

wm 

n 

(Ki) 

■■ 

IHI 

f  SACCAL  ACCttt  MTOAMATIOM 

Hi 

f  MATO  M^OAMATtOM 

iiiiii 

m 

h  fOAfiCN  COVCAMMIMT  t««fOAMAnOM 

S 

1  UMirrCO  OnVCMIMATtOM  mAOAMATKM 

S 

B. 

|.  O^TlOAk  UU  ONiY  INF<MMA*KM 

■B 

k.  OTHfA 

STUB  NUMBER: 

■ 

1 

a.  COMMUNICATION  SECURITY  (COMSEC)  INFORMATION.  If  the  contrac¬ 
tor  requires  access  to  any  COMSEC  information,  including  a  STU-llI,  enter  an  X 
in  the  YES  box.  COMSEC  information  includes  either  accountable  or  non- 
accountable  COMSEC  information  and  Controlled  Cryptographic  Items  (CCIs). 
If  accountable  COMSEC  information  is  invoived,  the  contractor  must  have  a 
COMSEC  account  and  Item  1  l.h  must  be  marked  YES.  An  X  in  the  YES  box 
imposes  the  requirements  of  the  COMSEC  Supplement  to  the  ISM  on  the  con¬ 
tractor  fo*- safeguarding  the  COMSEC  information.  T^'pe  in  Item  12;  “RELEASE 
OF  COMSEC  INFORMATION  IS  NOT  AUTHORIZED.”  TVpe  in  Item  13: 

•  lO.a  SUBCONTRACTING  OF  COMSEC  INFORMATION  BY  A  CONTRAC¬ 
TOR  REQUIRES  PRIOR  APPROVAL  OF  THE  CONTRACTING  ACTIVITY. 
ACCESS  TO  ANY  COMSEC  INFORMATION  REQUIRES  SPECIAL  BRIEF¬ 
INGS  AT  THE  CONTRACTOR  FACILITY.  ACCESS  TO  CLASSIFIED  COM¬ 
SEC  INFORMATION  REQUIRES  A  FINAL  U.S.  GOVERNMENT  CLEAR¬ 
ANCE  AT  THE  APPROPRIATE  LEVEL.” 

b.  RESTRICTED  DATA.  Mark  YES  if  access  to  RESTRICTED  DATA,  informa¬ 
tion  which  is  classified  and  controlled  under  the  Atomic  Energy  Act  of  1954,  or 
CRITICAL  NUCLEAR  WEAPON  DESIGN  INFORMATION  (CNWDl).  is 
required.  This  item  would  always  be  marked  YES  if  Item  lO.c  is  marked  YES. 
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Type  in  Item  13:  “lO.b  ACCESS  TO  RESTRICTED  DATA  REQUIRES  A 
FINAL  U.S.  GOVERNMENT  CLEARANCE  AT  THE  APPROPRIATE 
LEVEL.” 

c.  CRITICAL  NUCLEAR  WEAPON  DESIGN  INFORMATION  (CNWDI).  Mark 
YES  if  access  to  CNWDI  is  required.  'I^'pe  in  Item  13:  "lO.c  PERMISSION  OF 
THE  CONTRACTING  ACTIVITY  IS  REQUIRED  PRIOR  TO  SUBCON¬ 
TRACTING  CNWDI.  SPECIAL  BRIEFINGS  AND  PROCEDURES  ARE 
ALSO  REQUIRED.  ACCESS  TO  CNWDI  REQUIRES  A  FINAL  U.S. 
GOVERNMENT  CLEARANCE  AT  THE  APPROPRIATE  LEVEL."  If  this  item 
is  marked  YES,  then  lO.b  must  also  be  marked  YES. 

d.  FORMERLY  RESTRICTED  DATA.  Mark  YES  if  access  to  FORMERLY 
RESTRICT’ED  DATA  is  tequired. 

e.  INTTiLLlGENCE  INFORMATION.  This  infomiation  is  under  the  jurisdiction 
and  control  of  the  Director  of  Central  Intelligence  (DCI)  and  circulated  within 
the  intelligence  community.  If  intelligence  information  is  involved.  NRaD  is 
responsible  for  ensuring  that  the  additional  security  requirements  outlined  in  var¬ 
ious  DCI  directives  are  incorporated  in  the  guidance  provided  to  the  contractor 
and  are  tailored  to  the  performance  requirements  of  the  contract.  Tlie  guidance 
may  be  included  in  the  contract  document  itself,  in  Item  13.  oi  provided  under 
separate  cover.  The  CSO  dot^s  not  conduct  security  inspection  for  SENSITIVE 
COMPARTMENl'ED  INFORM.ATION  (SCI)  but  is  responsible  for  inspection  of 
non-SCl  intelligence  in  the  possession  of  a  contractor.  If  access  to  SCI  is 
required.  Item  lO.e(i)  and  Items  14  and  15  would  always  be  marked  YES.  If 
access  to  non-SCI  is  required.  Item  10.e(2)  would  be  marked  YES,  Item  14 
would  be  marked  YES  and  annotated  "INTELLIGENCE  REQUIREMENTS 
ARE  ATTACHED,”  and  Item  15  would  be  marked  NO.  If  you  think  you  will  be 
requiring  access  to  SCI  information,  check  with  Code  017  first,  l^pe  in  Item  13: 
"10.e(2)  ACCESS  TO  INTELLIGENCE  INFORMATION  REQUIRES  A 
FINAL  U.S,  GOVERNMENT  CLEARANCE  AT  THE  APPROPRIATE 
LEVEL.” 

f.  SPECIAL  ACCESS  INFORMATION.  This  is  a  Special  Access  Program  (SAP) 
that  has  been  approved  by  the  Government.  When  this  item  is  marked  YES. 
NRaD  is  responsible  for  providing  the  contractor  with  the  additional  require¬ 
ments  needed  to  ensure  adequate  protection  of  the  SAP  information  involved. 

The  additional  security  requirements  may  be  included  in  the  contract  document 
itself,  in  Item  13.  or  provided  under  separate  cover.  Item  1 4  would  be  marked 
YES,  and  Item  15  should  be  completed  as  appropriate.  Type  in  Item  13:  "lO.f 
PRIOR  APPROVAL  OF  THE  CONTRACTING  ACTIVITY  IS  REQUIRED 
FOR  SUBCONTRACTING.  ACCESS  TO  SAP  INFORMATION  REQUIRES  A 
FINAL  U.S.  GOVERNMENT  CLEARANCE  AT  THE  APPROPRIATE 
LEVEI..” 
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NOTE: 


rrEM  11: 


g.  NATO  INFORMATION.  This  means  that  information/documents  belong  to  and 
are  circulated  by  the  North  Atlantic  Treaty  Organization  (NATO),  lype  in  Item 
13:  "lO.g  ACCESS  TO  NATO  INFORMATION  REQUIRES  A  FINAL  U.S. 
GOVERNMENT  CLEARANCE  AT  THE  APPROPRIATE  LEVEL  AND 

special  briefings.” 

h.  foreign  government  information.  Tnis  includes  any  foreign  gov¬ 
ernment  information  except  NATO.  Type  in  Item  13:  “lO.h  PRIOR  APPROVAL 
OF  NCCOSC  RDTE  DIV  IS  REQUIRED  FOR  SUBCONTRACTING. 

ACCESS  TO  CLASSIFIED  FOREIGN  GOVERNMENT  INFORMAllON 
REQUIRES  A  FINAL  U.S.  GOVERNMENT  CLEARANCE  AT  THE 
APPROPRIATE  LEVEL.” 

i.  LIMITED  DISSEMINATION  INFORMATION  (LIMDIS).  ^Tiis  refers  to  restric¬ 
tive  controls  established  by  an  original  classification  authority  to  emphasize 
need-to-know  protective  measures  available  within  the  regular  security  system. 
Contracts  that  involve  LIMDIS  controls  do  not  qualify  for  carve-out  status.  Any 
restrictions  on  subcontracting  should  be  included  in  Item  13.  T^pe  in  Item  13. 
“lO.i  The  specific  LIMDIS  project(s)  requiring  access  under  this  contract  is  (are) 

_ .”  When  this  item  is  marked  YES,  Item  14  would  be  marked  YES,  and 

Item  1.'5  would  be  marked  NO. 

j.  FOR  OFFICIAL  USE  ONLY  (FOUO).  When  marked  YES,  NRaD  is  responsible 
for  providing  the  contractor  with  the  safeguards  and  procedures  necessary  for 
protection  of  the  information.  Chapter  13,  Section  6,  ISM  contains  DoD  require¬ 
ments  for  protection  of  the  information.  Type  in  Item  13:  “lO.j  FOR  OFFICIAL 
USE  ONLY  INFORMATION  PROVIDED  UNDER  THIS  CONTKAC'T'  SHALL 
BE  SAFEGUARDED  AS  SPECIFIED  IN  CHAPTER  13,  SECTION  6,  ISM.” 

k.  OTHER  (SPECIFY).  Use  this  item  for  any  other  information  not  included  in 
lO.a  through  lO.j.  Specify  the  type  of  information  and  include  any  additional 
remarks  needed  in  Item  1 3. 

The  access  requirements  listed  above  are  common  situations  that  occur  in  classified 
contracts.  If  they  are  not  applicable  to  the  contract  requirements,  indicate  NO  for  all 
of  them,  and  in  item  lO.k:  “SEE  ITEM  13”  and  include  appropriate  statements  in 
Item  13. 

PERFORMANCE  REQUIREMENTS.  Mark  these  items  YES  or  NO  according  to 
the  requirements  of  the  contract.  An  explanation  of  each  item  follows  this  illustra¬ 
tion.  Unless  your  needs  have  changed  since  the  bid  package  was  issued,  copy  Item 
11  from  the  bid  DD  Form  254,  contained  in  the  outgoing  procurement  package,  onto 
your  award  form. 
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11.  IN  PERFORMING  THIS  CONTRACT,  THE  CONTRACTOR  Will: 

■M 

■SI 

"J  ACCESS  TO  in^RlMATiO^  ^Ta)«CThU  C0N*MaoK’S 

fAOLmr  CR  A  CQVIANMCNT  ACTtVlTY 

t)  mCtrvE  ClASSiTICO  OOCUMCNTS  only 

C.  MUfVE  AND  CCNEIL/.n  CLASyElCO  MATCftlAl 

d  'AtAiCATC.  M004FY.  QA  STOAC  CLASSIFIED  HAAOWAAE 

•.  fEAEDAM  SCAVICES  ONLY 

■  fir  ni  3  iffflCTffmiiiiiiMMti 

K  AfQU'Af  A  COMSEC  ACCOUNT 

L  HAVE  rtMACST  AEOUlAEMENTS 

m 

j  HAVE  OAfAATlONS  SCCUfUTY  (OrSCC)  AEQUIACMCNTS 

B 

k  U  AUTHOAlZEO  TQ  USE  THE  DEFENSE  COOAiFA  SERVICE 

m 

1  other 

1 

1 

a.  HAVE  ACCESS  TO  CLASSD-IED  INFORMATION  ONLY  AT  ANOTHER 
CONTRACTOR’S  FACILITY  OR  A  GOVERNMENT  ACTIVITY.  Note  the 
word  ONLY.  'Fhere  will  be  no  access  to  classified  information  at  the  contractor’s 
facility.  The  contractor  w'll  not  be  required  to  have  any  safeguarding  capability 
at  the  facility  and  Item  I.b  would  be  marked  N/A  or  NONE.  If  the  YES  box  is 
marked  for  this  item,  add  the  following  annotation  in  Item  1 3;  “I  I  .a  CON¬ 
TRACT  PERFORMANCE  IS  RESTRICTED  TO  NCCOSC  RDTE  DIV,  SAN 
DIEGO,  CA  92152-5001  (OR  APPROPRIATE  ADDRESS).  NCCOSC  RDTE 
DIV  WILL  PROVIDE  SECURITY  CLASSIFICATION  GUIDANCE  FOR 
PERFORMANCE  OF  THIS  COxNTRACT.” 

b.  RECEIVE  CLASSIFIED  DOCUMENTS  ONLY.  Note  the  word  ONLY.  The  con¬ 
tractor  will  receive  classified  documents  but  is  not  to  generate  classified  informa¬ 
tion  that  will  require  detailed  guidance.  The  classification  markings  shown  on  the 
documents  received  will  provide  the  classification  guidance  necessary.  Add  the 
following  annotation  in  Item  13:  ’Tl.b  ANY  CLASSIFIED  INFORMATION 
GENERATED  IN  PERFORMANCE  OF  THIS  CONTRACT  SHALL  BE 
CLASSIFIED  ACCORDING  TO  THE  MARKINGS  SHOWN  ON  TTIE 
SOURCE  MATERIAL.” 

c.  RECEIVE  AND  GENERATE  CLASSIFIED  INFORMATION.  The  contractor  is 
expected  to  receive  and  generate  classified  information  (documents  and/or  hard- 
v/are)  and  will  require  detailed  security  classification  guidance  for  performance 
of  the  contract.  If  the  YES  box  is  marked,  detailed  security  classification 
guidance  must  be  provided  to  the  contractor.  The  guidance  may  be  included  in 
Item  13,  attached  to  the  DD  Form  254,  or  forwarded  under  separate  cover. 
Statements,  as  appropriate,  shall  be  included  in  Item  13  to  direct  the  contractor  to 
the  guidance  for  the  contract. 

d.  FABRICATE.  MODIFY.  OR  STORE  CLASSIFIED  HARDWARE.  YES  only  if 
the  contractor  will  exceed  two  cubic  feet  of  storage  capability,  which  is  the 
approximate  area  in  a  standard  drawer  of  a  security  container.  If  YES.  include  as 
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much  information  as  possible  in  Item  13  to  indicate  if  Restricted  or  Closed  Areas 
will  be  required.  How  much  hardware  is  involved?  How  large? 

e.  PERFORM  SERVICES  ONLY.  YiiS  will  require  a  statement  in  Item  13  to 
explain  the  services  and  to  provide  appropriate  guidance.  Sample  statements  are 
given  below.  For  service-type  contracts  not  covered,  add  any  appropriate  state¬ 
ment  in  Item  13  that  explains  why  the  contract  is  a  classified  contract  and  pro¬ 
vide  guidance  as  necessary  to  ensure  protection  of  the  classified  information. 

(1)  GRAPHIC  ARTS  SERVICES,  add  the  following  statement  in  Item  13:  ‘Tl.e 
REPRODUCTION  SERVICES  ONIY.  CLASSIFICATION  MARKINGS 
ON  THE  MATERIAL  TO  BE  REPRODUCED  WILL  PROVIDE  THE 
CLASSIFICATION  GUIDANCE  NECESSARY  FOR  PERFORMANCE  OF 
THIS  CON’rRACT.” 

(2)  ENGINEERING  SERVICES,  add  the  following  statement  in  Item  13:  “ll.e 
CONTRACT  IS  FOR  ENGINEERING  SERVICES.  CLASSIFICATION 
MARKINGS  ON  THE  MATERIAL  TO  BE  FURNISHED  WIl.L  PROVIDE 
THE  CLASSIFICATION  GUIDANCE  NECESSARY  FOR  PER¬ 
FORMANCE  OF  3'HIS  CONTRACT.” 

(3)  EQUIPMENT  MAINTENANCE  SER\TCES.  add  the  firllowing  statement  in 
Item  13:  -Tl.e  CONTRACT  IS  FOR  EQUIPMENT  MAINTENANCE  SER¬ 
VICES  ON  EQUIPMENT  THAT  PROCESS  CLASSIFIED  INFORMA¬ 
TION.  ACTUAL  KNOWLEDGE  OF,  GENERATION,  OR  PRODUCTION 
OF  CLASSIFIED  INFORMATION  IS  NOT  REQUIRED  FOR  PER¬ 
FORMANCE  OF  THE  CONTRACT.  CLEARED  PERSONNEL  ARE 
REQUIRED  TO  PERFORM  THIS  SERVICE  BECAUSE  ACCESS  TO 
CLASSIFIED  INFORMATION  CAN  NOT  BE  PRECLUDED  BY 
ESCORTING  PERSONNEL.  ANY  CLASSIFICATION  GUIDANCE 
NEEDED  WILL  BE  PROVIDED  BY  NCCOSC  RDTE  DIV.” 

(4)  GUARD  SERVICES,  add  the  following  statement  in  Item  1 3:  ‘1  l.e  CON¬ 
TRACT  IS  FOR  GUARD  SERVICES.  CLEARED  PERSONNEL  ARE 
REQUIRED  TO  PERFORM  THIS  SERVICE.” 

f.  HAVE  ACCESS  TO  U.S.  CLASSIFIED  INFORMATION  OUTSIDE  THE  U.S  . 
PUERTO  RICO,  U.S.  POSSESSIONS  AND  TRUST  TERRITORIES.  If  YES, 
indicate,  as  a  minimum,  the  city  and  country  of  overseas  performance  in  Item  13. 
Item  14  may  be  YES  and  should  be  comipleted  if  appropriate. 

g.  BE  AUTHORIZED  TO  USE  THE  SERVICES  OF  DEFENSE  TECHNICAL 
INFORMATION  CENTER  (DTIC)  OR  OTHER  SECONDARY  DISTRIBU¬ 
TION  CENTER.  YES  in  this  item  means  the  contractor  is  authorized  to  use  the 
ser\  ices  of  DTIC.  Add  in  Item  13:  "1  l.g  THE  CONTRACTOR  WILL 
PREPARE  AND  PROCESS  DD  FORMS  1540  AND  1541  NCCOSC  RDTE 
DIV  WILL  CERTIFY  NEED-TO-KNOW  TO  DTIC.” 
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h.  REQUIRE  A  COMSEC  ACCOUNTE  If  accountable  COMSEC  information  will 
be  provided  to  the  contractor,  enter  an  X  in  the  YES  box.  If  nonaccountable 
COMSEC  information  is  involved,  enter  an  X  in  the  NO  box.  An  example  of 
nonaccountable  COMSEC  would  be  a  STU-III  key. 

i.  HAVE  TEMPEST  REQUIREMENTS.  TEMPEST  requirements  are  in  addition 
to  the  requirements  of  the  ISM  and  are  required  if  Item  1  l.c  is  marked  YES.  If 
YES  in  this  item.  Item  14  must  also  be  YES  and  the  following  will  be  typed  in 
Item  14:  “TEMPEST  REQUIREMENTS  ARE  ATTACHED  and  may  be  passed 
to  subcontractors.”  Peilinent  information  will  be  attached  to  the  DD  Form  254 
by  Code  0353. 

j.  HAVE  OPERATIONS  SECURITY  (OPSEC)  REQUIREMENTS.  OPSEC 
requirements  are  in  addition  to  the  requirements  of  the  ISM.  If  YES  is  marked, 

Item  14  must  also  be  YES  and  the  pertinent  contract  clauses  identified,  appropri¬ 
ate  information  added  to  Item  13  or  OPSEC  requirements  attached  to  the  DD 
Fomi  254.  Questions  regarding  OPSEC  should  be  directed  to  Code  0353. 

k.  BE  AUTHORIZED  TO  USE  THE  DEFENSE  COURIER  SERVICE  (DCS). 

This  item  authorizes  the  contractor  to  use  the  services  of  DCS.  YES  requires 
NRaD  to  request  DCS  services  from  the  Commander,  Defense  Courier  Service, 

ATI  N:  Operations  Division,  Fort  George  G.  Meade,  MD  20755-5370.  Only 
certain  classified  information  qualifies  for  shipment  by  DCS.  Contact  Code  0353 
for  further  information  on  this  process. 

l.  OTHER  (SPECIFY):  Use  this  item  to  add  any  additional  performance  require¬ 
ments  not  covered  above.  Item  13  should  be  appropriately  annotated  to  provide 
any  necessary  remarks. 

NOTE:  The  performance  requirements  listed  above  are  common  situations  that  occur  in  clas¬ 

sified  contracts.  If  they  are  not  applicable  to  the  contract  requirements,  indicate  NO 
for  all  of  them,  add  in  Item  1 1 .1:  “SEE  ITEM  13”  and  include  appropriate  statements 
in  Item  13. 

ITEM  12:  Place  an  X  in  the  "through”  box  and  type  in  the  following  address  in  the  space 

provided:  Commanding  Officer.  NCCOSC  RDTE  DIV  003.  53560  Hull  Street,  San 
Diego,  CA  92152-5001.  This  information  is  preprinted  on  most  forms. 

12.  PUBLIC  RfLCAS€.  luformaTlon  or  to  tWi  <ont'*a  no*  o*  rrie»^  fo»  pwUk  diu^mmaiton  except  m  pcovkted  by  iV 

BMonutI  Of  K*v  been  fot  p^Wk  relett«  by  Approprutc  uS  <XNre*nm#«t  watSoflty  pubtk  rcteno  »b»»l  b*  tubmined  f<y  prkx  to  rcteMO 

“f*"  IX^  Throush  fSped/y;. 

COMMANDING  OKFICER,  NCCOSC  RDTE  DIV  003,  535bO  HULL  ST,  SAN  DIEGO,  CA  92152-5001 


U>  the  *Of  of  information  and  WcurfTy  ^evew  Office  of  the  Aununi  tecret-vey  of  Defeme  (PubMc  Attain)*  for  review 

•  In  the  c»»e  of  non-OoO  Lher  AgencJev  reoueip  for  druloMire  »haf1  be  wbrnltterf  to  that  eyency 

ITEM  1 3:  This  is  the  most  imponant  part  of  the  entire  DD  Form  254.  In  completing  this  item 
ask  yourself  these  questions: 

What  classified  information  will  the  contractor  need  in  the  performance  of  this  contract? 
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Wliat  guidance  will  the  contractor  need  to  protect  the  classified  infonnation?  Is  there  an 
existing  security  classification  guide  for  the  program  or  project?  What  portion  of  the  guide 
applies  to  this  contract?  All  or  part?  Are  there  other  guides  that  provide  guidance  to  assist  the 
contractor? 

Will  classified  hardware  be  furnished  to  or  generated  by  the  contractor?  What  information 
makes  the  hardware  classified?  Will  hardware  being  generated  require  classification?  At  what 
stage  in  its  production  does  it  become  classified?  How  much  classified  hardware  will  be  pro¬ 
duced  01  stored  by  the  contractor? 

What  unique  characteristics  are  involved  that  need  protection?  Are  there  design  features  that 
require  protection?  What  breakthroughs  would  be  significant  if  achieved  in  an  R&D  effort?  Are 
there  some  performance  limitations  that  require  protection? 

13.  SECURITY  GUtOANCC.  TStMCurttydaumcattongutdAnccfttt^cd  for  thnd»u^k^  effort  H  identified  bHow.  rfeny  d^fftcufry  iicyKOuntered  In  •ppfylng  tMigutdencrw  ff  any  other 
C0*tVlU/tlAg  lector  Indketn  •  need  lor  c^ertyei  In  thh  gwidenev.  tHe  contrector  h  a«/thorU«d  eA<ovre9ed  to  provide  reto^it>er»ded  ch*r«9ei:  to  dheller^  tN#  goWeoce  or  the  dettffketlOA 
•nigoed  to  eny  tnformaUon  or  (netertol  fumdhedor  ger^erated  urtder  thnronuect:  end  to  Mrbmft  erry  guettlor«  f or  lAttrprrUUon  of  gwfdance  to  the  offkUl  IdertUflfd  bHow  lending  fM\*f 

dedUOA.  the  inforwtedor^  Invofredftheft  be  Kendled  end  protected  et  the  Higheft  levH  Of  ciatvfk»tlon»olgAed  or  retommended.  Of  in  m  *ppf9pn»tr  tor  tht  effort.  AttMKot 

fofWAfd  tffdtf  $tp»r»tw  corrrspoodence,  eny  docmnents/gMdeiftftrecti  re/ereneed  herv^A  Add  eddtrfonef  pegef  es  needed  to  provide  compete  gudMce  ) 


COPIES  OF  AIX  SUBCONTRACT  DD  FORM  254 'S  MUST  BE  PROVIDED  TO  THE  DISTRIBUTION 
LISTED  IN  BLOCK  17. 


These  are  merely  some  of  the  questions  that  should  be  asked  when  preparing  guidance  for  a 
contract.  Put  yourself  in  the  contractor’s  place  and  try  to  determine  what  guidance  will  be 
needed  to  properly  protect  the  classified  information  that  will  be  furnished  or  generated  under 
the  contract. 

Use  this  item  to  identify  applicable  guides,  to  provide  narrative  guidance  that  identifies  the 
specific  types  of  infonnation  to  be  classified,  to  provide  appropriate  downgrading  or  declassifi¬ 
cation  instructions,  to  provide  any  special  instructions,  explanations,  comments,  or  statements 
requirement  for  information,  or  to  clarify  any  other  items  identified  in  the  DD  Form  254.  Each 


B-9 


contract  is  unique  in  its  performance  requirements.  Don’t  try  to  follow  a  format  or  provide  all 
the  guidance  in  this  item. 

The  DD  Form  2.54,  with  its  attachments  and  incorporated  references,  is  the  only  authorized 
means  for  providing  security  classification  guidance  to  a  contractor.  It  should  be  written  specifi¬ 
cally  and  include  only  information  that  pertains  to  the  contract  for  which  it  is  issued.  It  should 
not  contain  references  to  international  agency  directives  and  instructions.  If  such  documents  pro¬ 
vide  guidance  applicable  to  the  contract,  the  pertinent  portions  should  be  extracted  and  provided 
as  attachments.  Any  and  all  documents  referenced  or  cited  in  Item  13  should  be  provided  by  the 
COR/TR  to  the  contractor,  either  as  attachments  or,  if  classified,  forwarded  under  separate  cover. 
The  requirements  of  the  ISM  or  its  supplements  should  not  be  extracted  and  included  in  a  DD 
Form  254;  the  ISM  provides  safeguarding  requirements  and  procedures  for  classified  informa¬ 
tion,  not  security  classification  guidance.  Security  classification  guidance  provided  detailed 
information  that  related  what  information  requires  classification,  what  level  of  classification  to 
assign,  and  the  downgrading  or  declassification  instructions  that  apply  to  the  information  or 
material  generated  by  the  contractor  in  the  performance  of  the  contract. 

Preparing  security  guidance  that  covers  all  of  the  performance  requirements  of  a  classified 
contract  is  a  difficult.  It  is  an  even  more  difficult  task  to  prepare  guidance  that  can  be  understood 
and  implemented  by  the  contractor. 

If  the  contract  is  a  Delivery  Order  type,  the  following  may  be  used  in  lieu  of  sp)ecific  classifi¬ 
cation  guidance  on  the  basic  contract’s  DD  Form  254.  If  this  statement  is  used,  a  revised  DD 
Form  254  must  be  provided  for  each  Delivery  Order  requiring  access  to  classified  information, 
“APPLICABLE  CLASSIFICATION  GUIDANCE  WILL  BE  PROVIDED  FOR  EACH  DELIV¬ 
ERY  ORDER  OR  TASK  BY  THE  CONTRACTING  OFFICER’S  REPRESENTATIVE  (COR).” 

Add  to  the  bottom  of  Item  13,  “THE  CON'FRACTING  OFFICER’S  REPRESENTATIVE 
(COR)  Technical  Representative  (TR)  FOR  THIS  CONTRACT  IS  (fill  in  the  blank),  NCCOSC 
RDTC  DIV  CODE  (fill  in  the  blank),  TELEPHONE  (619)  553-  (fill  in  the  blank).” 

ITEM  14;  This  item  applies  any  time  security  requirements  are  imposed  on  a  contractor  in 

addition  to  the  requirements  of  the  ISM  or  its  supplements.  '’I'ES  in  this  item  requires 
NRaD  to  incorporate  the  additional  requirements  in  the  contract  documents  itself,  or 
to  incorporate  the  additional  requirements  by  statements  of  reference  in  Item  13.  At¬ 
tendant  costs  incurred  due  to  additional  security  requirements  are  subject  to  negoti¬ 
ation  by,  and  reimbursement  to,  the  contractor  and  are  the  responsibility  of  NRaD.  A 
copy  of  the  additional  security  requirements  shall  be  provided  to  the  CSO  with  the 
DD  Form  254  during  distribution. 


I  14  ADDITIONAL  SECURITY  REQUIREMENTS.  in  •bditKXi  lo  rtM  rr^uiremenu.  •‘‘e  lof  thi*  contract  f7f  Yn.  Hjtntify  rA* 

ptnirt^nt  to-ntnKnjsf  dsatn  i/i  tht  cofitr9Ct  dcamtuf  ttirlf.  OfprxwiOr.  an  ftatamant  ad^Ut>nai  rtgui/Tmrna.  erwfda 

a  copy  o/  rtr  /Tiftarawtarta  to  o^Ke.  UPt  Htm  1 3  if  addi(»onaf  spaca  n  naadad  ) 


"Ezr 


SPECIFIC  ON-SITE  SECURITY  REQUIRjEMENTS  ARE  ATTACUEX  . 


ITEM  15:  TTiis  item  applies  when  the  CSO  is  relieved  of  inspection  responsibility  in  whole  or 
in  part.  YES  requires  NRaD  to  provide  information  on  the  specific  areas  carved-out 
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and  to  identify  the  activity  responsible  for  inspection.  A  copy  of  the  DD  Form  254 
must  be  provided  to  the  appropriate  CSO  or  to  DIS  HQ. 


Ts: 


INSPECTIONS.  of  th**  conutct  Art  outtld*  th*  lni0«<tion  o4  togn4^«nt  iMuftly  ofiKv.  (W  ret,  ttnl  identify 

mnam  ortl*m*naant4vHtodthwKttyOyrttpatnll>Hforltaf<TlM  UwRtai  U  U tdMIonI  Iftct  a  rtrdtd.) 


it: 


When  access  to  SCI  is  required  (Item  lO.e(l)  is  marked  YES),  the  following  state¬ 
ment  shall  be  added  in  this  item;  “NCCOSC  RDTE  DIV  SSO,  CODE  0173,  HAS 
EXCLUSIVE  SECURITY  RESPONSIBILITY  FOR  ALL  SCI  CLASSIFIED 
MATERIAL  RELEASED  OR  DEVELOPED  UNDER  THIS  CONTRACT  AND 
HELD  WITHIN  THE  CONTRACTOR’S  SCIF.  DIS  IS  RELIEVED  OF 
SECURITY  INSPECTIONS  RESPONSIBILITY  FOR  ALL  SUCH  MATERIAL 
BUT  RETAINS  RESPONSIBILITY  FOR  ALL  NON-SCI  CLASSIFIED 
MATERIAL  RELEASED  TO  OR  DEVELOPED  UNDER  THIS  CONTRACT  AND 
HELD  WITHIN  THE  CONTRACTOR’S  SCIF.” 


ITEM  16:  This  item  shall  contain  the  name,  title,  telephone  number,  address  and  signature  of 
the  Contracting  Officer  for  Security  Matters  certifying  that  the  security  requirements 
are  complete  and  adequate  for  performance  of  the  classified  effort.  This  information 
is  preprinted  on  most  DD  Form  254s. 


16.  CERTIFICATION  AND  SIGNATURE.  Security  requlrementi  rteted  herein  ere  complete  and  adequate  for  safeguarding  the  clattified 
Information  to  be  released  or  generated  under  this  classified  effort  All  questions  shall  be  referred  to  the  official  named  below. 


TYfCO  NAMC  Qf  aMTifYINO  OTflClAl 


P.  A.  TALLEY 


d.  ADOWSS  Cjoth) 


b.  TlTtf 

CONTRACTING  OFFICER 
SECURITY  MATTERS 


FOR 


C.  TtlXrHONC  (IlHhidtArttCeatf 


(619)  553-3195 


(XIMMANDING  OFFICER 
NCCOSC  RDTE  DIV  0363 
63660  HULL  ST 
SAN  DIEGO  CA  92162-6001 

T  WtUTOM - 


ITEM  17:  The  DD  Form  254  is  a  contractual  document  and  should  be  distributed  with  the  con¬ 
tract  document  to  all  addressees.  It  is  important  that  the  DD  Form  254  be  distributed, 
at  a  minimum,  to  those  shown  on  this  item.  Type  the  Contracts  code  that  will  be 
administering  your  contract  in  block  17.e.  In  block  17.f,  type:  “0353,  your  required 
Code.” 


1  17.  REQUIRED  DISTRIBUTION 

XX 

$. 

cuNTfuacxi 

b. 

sutcoMTiuaon 

XX 

c 

COCNilANT  ifCUIUTY  fO«  rutMl  AND  WICONTiucrO* 

d. 

US  ACTfVrrV  KCS^CWSULf  fo*  OVfmAS  SfCUWTY  ADMINISTRATION 

XX 

V. 

ADMlNlSTRATlvt  CONTIUCTINO  NRhD  CODE 

XX 

f 

OTMiBi  AS  NCCCSSAAV  NIUD  CODES  0363, 
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^  PPENDIX  C 


PREPARATION  OF  A  DELIVERY  ORDER  DD  FORM  254 


A  Delivery  Order  DD  Form  254  will  be  completed  ONLY  when  the  DD  Form  254  in  the 
basic  contract  does  not  meet  the  security  requirements  for  your  Delivery  Order.  If  your  basic 
contract  has  the  statement,  “A  REVISED  DD  FORM  254  WILL  BE  PROVIDED  FOR  EACH 
DELIVERY  ORDER  OR  TASK,”  you  must  complete  a  revised  DD  Form  254  for  each  Delivery 
Order  or  Task  that  requires  access  tc  classified  information.  Use  the  following  instaictions  when 
filling  in  a  DD  Form  254  for  a  Delivery  Order: 


ITEM  1:  In  Item  La,  enter  ONLY  the  highest  level  of  facility  clearance  required  by  the  pro¬ 
spective  contractor.  Tliis  is  also  the  level  of  personnel  clearances  you  will  require  for 
your  contract.  Use  only  the  words  TOP  SECRET,  SECRET  or  CONFIDENTIAL. 
The  contractor  must  have  a  valid  facility  clearance  at  least  as  high  as  the  classifica¬ 
tion  indicated  in  this  item.  In  Item  l.b,  type  the  highest  level  of  safeguarding  capa¬ 
bility  required  by  the  contractor  for  performance  of  the  contract.  The  classification 
shown  in  1  .b  may  not  be  higher  than  that  shown  in  Item  1  .a.  If  the  contractor  will 
not  possess  classified  information  at  the  cleared  facility  in  performing  the  contract, 
enter  Not  Applicable  (N/A)  or  NONE. 

1.  O-IAKANCt  AWD  $*Ft6U*BOtWG 

t.  r*ciuhr~  OlAMm  MQUMO 

T'Tiviroi'SuisuASoiiiSTMuRio 


nTiM  2:  Place  an  X  in  2. a  and  enter  the  basic  contract  number.  Place  an  X  in  2.c  and  enter  the 
Delivery  Order  Number  (fill  in  the  blank).  Make  no  entries  in  2.b. 


1  2.  THIS  SPEOFICATION  IS  FOR:  pfMtf  comp^  m  { 

X 

MJMC  CONTMCT  numvck 

b.  tUtCONFMCr  NUMtIR 

X 

C.  SOUCITATK>N  OR  OTXVR  NUM9CII 

i>v«  o§tt  (rnnuDof 

ITEM  3:  In  3.a  enter  the  date  the  original  DD  Form  254  was  typed,  using  numbers  only,  in  the 
year-month-day  format.  Place  an  X  in  3.b,  enter  the  next  consecutive  Revision  Num¬ 
ber  and  type  the  date,  using  numbers  only,  in  the  year-month-day  format. 


1  3.  THIS  SPECIFICATION  IS:  (x  potf  •pvfapfr'*;  | 

•.  ORlOtfCAL  In  pR  amtf 

i)ttt  frrMMoo; 

X 

b.  RCVrSCD 

pR  pfTVkfui  tpraf 

WpvHtOO  Mb 

Dt<:«  (YrMMOOI 

c  fiNAl.  fCbmpIrfr  ITm  S  In  auetf 

D»T)  frrMMDo; 

C-1 


ITEM  4:  Copy  the  information  from  the  basic  contract  DD  Form  2.54. 


I  vii 


4.  IS  THIS  A  FOLLOW-ON  CONTMCTT  j 
OtuMM  miitrUI  o>  gtnarct-id  vnkr 


ITEM  5:  Place  an  X  in  the  NO  block. 


MO.  (f  VtX  foItOwHng: 

CsAfTMt  NumhtO  h  «r*>«ftrrvd  la  IoMoim-OA  conuKt. 


5.  IS  THIS  A  FINAL  OO  FORM  2547 

In  mpom*  to  lh«  <onv»cfor'»  ri^ait  dat«d 


NO.  N  v«v  co«nplft«  th#  fo<io>«Hn9; 

,  rvttntloA  of  tho  UontIfM  dnoiflcd  maitftal  N  outhodf ed  for  cbo  ptfiod  of 


ITCM  6:  Copy  the  information  from  the  basic  contract  DD  Form  254. 


1  6.  CONTRACTOR  tod  Gwtmmfrn  enttty  (CAGt)  Osdt) 

a.  NAME.  AOORIU.  AND  ZIP  COOC 

b.  CACC  COD€ 

c  COGNIZANT  SECURTTV  OfFia  (Ntmt.  Addnm,  Zip  Cod*) 

ITEM  7:  Leave  blank. 


7.  SUBCONTRAaOR 

•.  NAMl.  AOOMSi.  ANO  UP  COOC  | 

h.  OGE  CODl 

C.  COGNIZANT  SCCUfUTV  OFFICE  Addrrss.  tnd  Z/p  Codt) 

ITEM  8;  If  work  is  being  performed  at  a  contractor  location  other  than  specified  in  item  6.a, 
enter  the  appropriate  name  and  address  in  Item  8. a  and  the  CAGE  Code  in  8.b.  Code 
0353  will  complete  8.c. 


8.  actual  P.  RfORMANCE 


b.  CACt  CQOe  I  C  COGNILANT  SECUKlTr  OFFICE  Atfdm.  *nd  Zip  Cotff2 


ITEM  9:  Enter  a  brief,  concise  and  unclassified  description  of  the  procurement  action.  This 

may  be  Research,  Development,  Production,  Study,  Services,  etc.,  such  as  ‘  Research 
and  Development  of  Countermeasures  Techniques”  or  “Services  Related  to  Radar 
Equipment,  Production  of  Countermeasures  Set.” 


9.  genlral  identification  of  this  procurement 


ITRM  10:  THIS  CONTRACT  WILL  REQUIRE  ACCESS  TO:  Mark  YES  or  NO  according  to 
the  requirements  of  the  delivery  order.  An  explanation  of  each  item  follows  this 
illustration. 


1  10.  THIS  CONTRAa  WIU  PEQUIRE  ACCESS  TO: 

YtS 

MO 

». 

COMMiJNICATlONS  SeCUMTY  (COMSCQ INf OMMATKM 

b. 

MSTluaCO  OATA 

c 

CKH’ICAl  NUaiAA  WtAPON  OCSION  iNrO^MATlOM 

d 

^OAM(M.V  MSTlUaCD  DATA 

•. 

IMTCLUCtNCC  INP0AMAT10M: 

1  lAfo/matton  (SO) 

I  (2)  won-sa 

( 

SKCUL  Access  INfOKMATtON 

4 

NATO  iN^OAMAriON 

h 

eOAIiGN  GOVeANMINT  INFOIUWlATK>N 

t 

LlMfTEO  OtSSfMINATtON  tNfOAMATtON 

1  j  ro"  OMlClAL  use  ONLY  INeOftMAT'ON 

k 

OTHeK 

STUB  NUMBER: 

a.  COMMUNICAT  ION  SECURir*^  (COMSEC)  INFORMATION.  If  the  contrac¬ 
tor  requires  access  to  any  COMSEC  information,  including  a  STU-III,  enter  an  X 
in  the  YES  box.  COMSEC  information  includes  accountable  or  nonaccountable 
COMSEC  information  and  Controlled  Cryptographic  Items  (CCI).  If  accountable 
COMSEC  information  is  involved,  the  contractor  must  have  a  COMSEC  account 
and  Item  1  l.h  must  be  marked  YES.  An  X  in  the  YES  box  imposes  the  require¬ 
ments  of  the  COMSEC  Supplement  to  the  ISM  on  the  contractor  for  safeguard¬ 
ing  the  COMSEC  information.  Type  in  Item  12  "RELEASE  OF  COMSEC 
INFORMATION  IS  NOT  AUTHORIZED.”  Type  in  Item  13  “lO.a  ACCESS  TO 
ANY  COMSEC  INFORMATION  REQUIRES  SPECIAL  BRIEFINGS  AT  THE 
CONTRACTOR  FACILITY.  ACCESS  TO  CLASSIFIED  COMSEC 
INFORMATION  REQUIRES  A  FINAL  U.S.  GOVERNMENT  CLEARANCE 
AT  THE  APPROPRIATE  LEVEL.” 

b.  RESTRICTED  DATA.  Marked  YES  if  access  to  RESTRICTED  DATA,  informa¬ 
tion  which  is  classified  and  controlled  under  the  Atomic  Energy  Act  of  1954,  or 
CRITICAL  NUCLEAR  WEAPON  DESIGN  INFORMATION  (CNWDI),  is  re¬ 
quired.  This  item  would  always  be  marked  YES  if  Item  lO.c  is  m.arked  YES. 

Type  in  Item  13:  "lO.b  ACCESS  TO  RESTRICTED  DATA  REQUIRES  A 
FINAL  U.S.  GOVERNMENT  CLEARANCE  AT  THE  APPROFRIAl’E 
LEVEL.” 

c.  CRITICAL  NUCLEAR  WEAPON  DESIGN  INFORMATION  (CNWDI).  Mark 
YES  if  access  to  CNWDI  is  required.  Type  in  Item  13:  “lO.c  SPECIAL  BRIEF¬ 
INGS  AND  PROCEDURES  ARE  ALSO  REQUIRED.  ACCESS  TO  CNWDI 
REQUIRES  A  FINAL  U.S.  GOVERNMENT  CLEARANCE  AT  THE 
APPROPRIATE  LEVEL.” 
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d.  FORMERLY  RESl’RICTED  D  A7'A.  Mark  YES  if  access  to  FORMERLY 
RESTRICTED  DATA  is  required. 

e.  INIELLIGENCE  INFORMATION.  This  information  is  under  the  jurisdiction 
and  control  of  the  Director  of  Central  Intelligence  (DCI)  and  circulated  within 
the  intelligence  community.  If  intelligence  information  is  involved,  NRaD  is 
responsible  for  ensuring  that  the  additional  security  requirements  outlined  in  var¬ 
ious  DCI  directives  are  incorporated  in  the  guidance  provid(?d  to  the  contractor 
and  are  tailed  to  the  performance  requirements  of  the  contract.  The  guidance  may 
be  included  in  the  contract  document  itself,  in  Item  13,  or  provided  under  sepa¬ 
rate  cover.  The  CSO  does  not  conduct  security  inspections  for  SENSITIVE 
COMPARTMENTED  IIVFORMATION  (SCI)  but  is  responsible  for  inspection  of 
non-SCI  intelligence  in  the  possession  of  a  contractor.  If  access  to  SCI  is 
required,  Item  lO.e(l)  and  Items  14  and  15  would  always  be  marked  YES.  If 
access  to  non-SCI  is  required.  Item  10.e(2)  would  be  marked  YES,  Item  14 
would  be  marked  YES  and  annotated  “INTELLIGENCE  REQUIREMENTS 
ARE  ATTACHED,”  and  Item  15  would  be  marked  NO.  If  you  think  you  will  be 
requiring  access  to  SCI  information,  check  with  Code  017  first.  Type  in  Item  13: 
”10.6(2)  ACCESS  TO  INTELLIGENCE  INFORMATION  REQUIRES  A 
FINAL  U.S.  GOVERNMENT  CLEARANCE  AT  THE  APPROPRIATE 
LEVEL.” 

f.  SPECIAL  ACCESS  INFORMATION.  This  is  a  Special  Access  Program  (S>\P) 
that  has  been  approved  by  the  Government.  When  this  item  is  marked  YES, 
NRaD  is  responsible  for  providing  the  contractor  with  the  additional  require¬ 
ments  needed  to  ensure  adequate  protection  of  the  SAP  information  involved. 

The  additional  security  requirements  may  be  included  in  the  contract  document 
itself,  in  Item  13,  or  provided  under  separate  cover.  Item  1 4  would  be  marked 
YES,  and  Item  15  should  be  completed  as  appropriate.  Type  in  Item  13:  “lO.f 
ACCESS  TO  SAP  INFORMATION  REQUIRES  A  FINAL  U.S.  GOVERN¬ 
MENT  CLEARANCE  AT  THE  APPROPRIATE  LEVEL.” 

g.  NATO  INFORMATION.  This  means  that  information/documents  belong  to  and 
are  circulated  by  the  North  Atlantic  Treaty  Organization  (NATO).  Type  in  Item 
13:  “lO.g  ACCESS  TO  NATO  INFORMATION  REQUIRES  A  FINAL  U.S. 
GOVERNMENT  CLEARANCE  AT  THE  APPROPRIATE,  LEVEL  AND  SPE¬ 
CIAL  BRIEFINGS.” 

h.  FOREIGN  GOVERNMENT  INFORMATION.  This  includes  any  foreign  gov¬ 
ernment  information  except  NATO.  Type  in  Item  13:  "lO.h  PRIOR  ,\PPROVAL 
OF  NCCOSC  RDTE  DIV  IS  REQUIRED  FOR  SUBCONTRACTING. 

ACCESS  TO  CLASSIFIED  FOREIGN  GOVERNMENT  INFORMATION 
REQUIRES  A  FINAL  U.S.  GOVERNMENT  CLEARANCE  AT  THE 
APPROPRIATE  LEVEL.” 

i.  LIMITED  DISSEMINATION  INFORMATION  (LIMDIS).  This  refers  to  restric¬ 
tive  controls  established  by  an  original  classification  authority  tc  emphasize 
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need-to-know  protective  measures  available  within  the  regular  security  system. 
T^pe  in  Item  13:  “lO.i  The  specific  LIMDIS  project(s)  requiring  access  under 

this  contracts  is  (are) _ Delivery  orders  that  involve  LIMDIS  controls 

do  not  qualify  for  carve-out  status.  When  this  item  is  marked  YES,  Item  14 
would  be  mar  ked  YES,  and  Item  15  would  be  marked  NO. 

j.  FOR  OFFICIAL  USE  ONLY  (FOUO).  When  marked  YES.  NRaD  is  responsible 
for  providing  the  contractor  witli  the  safeguards  and  procedures  necessary  for 
protection  of  the  information.  Chapter  13,  Section  6,  ISM  contains  DoD  require¬ 
ments  for  protection  of  the  information.  TVpe  in  Item  13:  “lO.j  FOR  OFFICIAL 
USE  ONLY  INFORMATION  PROVIDED  UNDER  THIS  DELIVERY  ORDER 
SHALL  BE  SAFEGUARDED  AS  SPECIFIED  IN  CHAPTER  13.  SECTION  6, 
ISM.” 

k.  OTHER  (SPECIFY).  Use  this  item  for  any  other  information  not  included  in 
lO.a  through  lO.j,  Specify  the  type  of  information  and  include  any  additional 
remarks  needed  in  Item  13. 

NOTE:  'file  access  requirements  ’ibted  above  are  common  situations  that  occur  in  classified 

contracts.  If  they  are  n  it  applicable  to  the  contract  requirements,  indicate  NO  for  all 
of  them,  and  in  Ite  i  lO.k:  ”SEE  ITEM  13”  and  include  appropriate  statements  in 
Item  13. 

ITEM  1 1 :  PERFORMANCE  REQUIREMENTS.  Mark  YES  or  NO  according  to  the  require¬ 
ments  of  the  contract.  An  explanation  of  each  item  follows  this  illustration. 


11.  IN  PERFORMING  THIS  CONTRACT.  THE  CONTRAaOR  WILL: 

MSB 

i  HAVE  ACCESS  CLASVFlEO  INFORMATION  ONLY  AT  ANOTHER  CONTHACTOH  V 

FAGimr  0*^  A  GQVtANMfNT  activity 

b.  UCCfVe  CLAtStfICO  OOCUMCNTS  ONLY 

C  Hfawc  ANO  CCNCMTC  CLASVflCO  MATEAlAl 

d.  FAtniCATC.  MOOiFY.  QA  STOAt  CLASSiFtCO  HARDWAU 

C.  fEKFOAM  scavicej  only 

A.  AfOv;iA£  A  COMSEC  ACCOUNT 

L  HAVE  TEMPEST  AEQUIAEMCNrS 

^  MAV{  OftMTlOHS  StCUWTY  (OnCCl  WOUmfMtMTS 

k.  IC  AUTHOAiZEO  TO  USE  THE  DEFENSE  COuAiEA  StAViCf 

1.  otmea  fSprcify; 

1 

1 

a.  HAVE  ACCESS  TO  CLASSIFIED  INFORMATION  ONLY  AT  ANOTHER 
CONTRACTOR’S  FACILITY  OR  A  GOVERNMENT  ACTIVITY.  Note  the 
word  ONLY.  There  will  be  no  access  to  classified  information  at  the  contractor’s 
facility.  Tlie  contractor  will  not  be  required  to  have  any  safeguarding  capability 
at  the  facility  and  Item  l.b  would  be  marked  N7A  or  NONE.  If  the  YES  box  is 
marked  for  this  item,  add  the  following  annotation  in  Item  13:  ”11. a  CON¬ 
TRACT  PERFORMANCE  IS  RESTRICTED  TO  THE  NCCOSC  RDTE  DIV, 
SAN  DIEGO,  CA  92152-5001  OR  APPROPRIATE  ADDRESS.  NCCOSC 
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RDTE  DIV  WILL  PROVIDE  SECURITY  CLASSIFICATION  GUIDANCE 
FOR  PERFORMANCE  OF  THIS  CONTRACT.” 

b.  RECEIVE  CLASSIFIED  DOCUMENTS  ONLY.  Note  the  word  ONLY.  The  con¬ 
tractor  will  receive  classified  documents  but  is  not  expected  to  generate  classified 
information  that  will  required  detailed  guidance.  The  classification  markings 
shown  on  the  documents  received  will  provide  the  classification  guidance  neces- 
saiy.  Add  the  following  annotation  in  Item  13:  "1  l.b  ANY  CLASSIFIED 
INFORMATION  GENERATED  IN  PERFORMANCE  OF  THIS  DELIVERY 
ORDER  SHALL  BE  CLASSIFIED  ACCORDING  TO  THE  MARKINGS 
SHOWN  ON  THE  SOURCE  MATERIAL.” 

c.  RECEIVE  AND  GENERATE  CLASSIFIED  INFORMATION.  The  contractor  is 
to  receive  and  generate  classified  information  (documents  and/or  hardware)  and 
will  require  detailed  security  classification  guidance  for  perfonnance  of  the 
delivery  order.  If  the  YES  box  is  marked,  detailed  security  classification  guid¬ 
ance  must  be  provided  to  the  contractor.  The  guidance  may  be  included  in  Item 
13,  attached  to  the  DD  Form  254,  or  forwarded  under  separate  cover.  Statements, 
as  appropriate,  shall  be  included  in  Item  1 3  to  direct  the  contractor  to  the  guid¬ 
ance  for  the  contract. 

d.  FABRICATE,  MODIFY,  OR  STORE  CLASSIFIED  HARDWARE.  If  YES,  indi¬ 
cating  the  contractor  will  require  more  than  two  cubic  feet  of  storage,  include  as 
much  information  as  possible  in  Item  13  to  indicate  if  Restricted  or  Closed  Areas 
will  be  required.  How  much  hardware  is  involved?  How  large?  How  much  area 
will  be  required  for  storage? 

e.  PERFORM  SERVICES  ONLY.  YES  will  require  a  statement  in  Item  13  to 
explain  the  services  and  to  provide  appropriate  guidance.  Sample  statements  are 
given  below.  For  service-type  delivery  orders  not  covered,  add  any  appropriate 
statement  in  Item  13  that  explains  why  the  delivery  order  is  classified  and  pro¬ 
vide  guidance  as  necessary  to  ensure  protection  of  the  classified  infoimation. 

(1)  GRAPHIC  ARTS  SERVICES,  add  the  following  statement  in  Item  13:  “11. e 
REPRODUCTION  SERVICES  ONLY.  CLASS FfICATION  MARKINGS 
ON  THE  MATERIAL  TO  BE  REPRODUCED  WILL  PROVIDE  THE 
CLASSIFICATION  GUIDANCE  NECESSARY  FOR  PERFORMANCE  OF 
PHIS  DELIVERY  ORDER.” 

(2)  ENGINEERING  SERVICES,  add  the  following  statement  in  Item  13:  “H.e 
DELIVERY  ORDER  IS  FOR  ENGINEERING  SERVICES.  CLASSIFI¬ 
CATION  MARKINGS  ON  THE  MATERIAL  TO  BE  FURNISHED  WILL 
PROVIDE  THE  CLASSIFICATION  GUIDANCE  NECESSARY  FOR  PER¬ 
FORMANCE  OF  THIS  DELIVERY  ORDER.” 

(3)  EQUIPMENT  MAINTENANCE  SERVICES,  add  the  following  statement  in 
Item  13:  "1  l.e  DELIVERY  ORDER  IS  FOR  EQUIPMENT  MAINTE¬ 
NANCE  SERVICES  ON  EQUIPMENT  THAT  PROCESSES  CLASSIFIED 
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INFORMATION.  ACTUAL  KNOWLEDGE  OF,  GENERATION,  OR  PRO¬ 
DUCTION  OF  CLASSIFIED  INFORMATION  IS  NOT  REQUIRED  FOR 
PERFORMANCE  OF  THE  DELIVERY  ORDER.  CLEARED  PERSONNEL 
ARE  REQUIRED  TO  PERFORM  THIS  SERVICE  BECAUSE  ACCESS  TO 
CLASSIFIED  INFORMATION  CAN  NOT  BE  PRECLUDED  BY  ESCORT¬ 
ING  PERSONNEL.  ANY  CLASSIFICATION  GUIDANCE  NEEDED 
WILL  BE  PROVIDED  BY  NCCOSC  RDTE  DIV.” 

(4)  GUARD  SERVICES,  add  the  following  statement  in  Item  13:  “1  l.e 
DELIVERY  ORDER  IS  FOR  GUARD  SERVICES.  CLEARED 
PERSONNEL  ARE  REQUIRED  TO  PERFORM  THIS  SERVICE.” 

f.  HAVE  ACCESS  TO  U.S.  CLASSIFIED  INFORMATION  OUTSIDE  THE  U.S., 
PUERTO  RICO,  U.S.  POSSESSIONS  AND  TRUST  TERRITORIES.  If  YES, 
indicate,  as  a  minimum,  the  city  and  country  of  overseas  performance  in  Item  13. 
Item  14  may  be  YES  and  should  be  completed  if  appropriate. 

g.  BE  AUTHORIZED  TO  USE  THE  SERVICES  OF  DEFENSE  TECHNICAL 
INFORMATION  CENTER  (DTIC)  OR  OTHER  SECONDARY  DISTRIBU¬ 
TION  CENTER.  YES  in  this  item  means  the  contractor  is  authorized  to  use  the 
services  of  DTIC.  Add  in  Item  13  ‘  THIt  CONTRACTOR  WILL  PREPARE 
AND  PROCESS  DD  FORMS  1:540  AND  1541.  NCCOSC  RDTE  DIV  WILL 
CERTIFY  NEED-TO-KNOW  TO  DTIC. 

h.  REQUIRE  A  COMSEC  ACCOUNT.  If  accountable  COMSEC  information  will 
be  provided  to  the  contractor,  enter  an  X  in  the  YES  box.  If  nonaccountable 
COMSEC  information  is  involved,  enter  an  X  in  the  NO  box.  An  example  of 
nonaccountable  COMSEC  would  be  a  STU  III  key. 

i.  HAVE  TEMPEST  REQUIREMENTS.  TEMPEST  requirements  are  in  addition 
to  the  requirements  of  the  ISM  ami  are  required  if  Item  1 1  .c  is  marked  YES.  If 
YES  in  this  item.  Item  14  must  also  be  YES  and  the  following  will  be  typed  in 
Item  14:  “TEMPEST  REQUIREMENTS  ARE  ATTACHED  and  may  be  passed 
to  subcontractors.”  Pertinent  information  will  be  attached  to  the  DD  Form  254 
by  Code  0353. 

j.  HAVE  OPERATIONS  SECURITY  (OPSEC)  REQUIREMENTS.  OPSEC 
requirements  are  in  addition  to  the  requirements  of  the  ISM.  If  YES  is  marked. 
Item  1 4  must  also  be  YES  and  »he  pertinent  contract  clauses  identified,  appropri¬ 
ate  information  added  to  Item  13  or  attach  the  OPSEC  requirements  to  the  DD 
Form  254.  Questions  regarding  OPSEC  should  be  directed  to  Code  0353. 

k.  BE  AUTHORIZED  TO  USE  THE  DEFENSE  COURIER  SERVICE  (DCS). 

'This  item  authorizes  the  contractor  to  use  the  services  of  DCS.  YES  requires 
NRaD  to  request  DCS  services  from  the  Commander,  Defense  Courier  Service, 
ATTN:  Operations  Division,  Fort  George  G.  Meade,  MD  20755  -5370.  Only  cer¬ 
tain  classified  information  qualifies  for  shipment  by  DCS.  Contact  Code  0353 
for  further  information  on  this  process. 
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1.  OTHER  (SPECIFY):  Use  this  item  to  add  any  additional  perfomiance  require¬ 
ments  not  covered  above.  Item  13  should  be  appropriately  annotated  to  provide 
any  necessary  remarks. 

NOTE:  The  performance  requirements  listed  above  are  common  situations  that  occur  in  clas¬ 

sified  contracts.  If  they  are  not  applicable  to  the  delivery  order  requirements, 
indicate  NO  for  all  of  them,  add  in  Item  1 1 .1:  “SEE  ITEM  1 3“  aiid  include 
appropriate  statements  in  Item  13. 

ITEM  12:  Place  an  X  in  the  “through”  box  and  type  in  the  following  address  in  the  space 

provided:  Commanding  Officer,  Naval  Command,  Control  and  Ocean  Surveillance 
Center  RDTE  DIV  003,  San  Diego,  CA  92 1 52-5001 .  This  information  is  preprinted 
on  most  forms. 

12.  PUBUC  RELEASE.  Any  tnfcrm«tlon  or  pen««f4nig  to  thit  contr«<t  0*  fO«  puMk  dtuemmat'On  n  provtOH  by  tHt  ir>dtfitrtol 

aMtniMi  or  wlrn  H  Sot  b*«f>  opvrovvd  fur  pub<K  rtic*i«  by  oppropnotc  US  Oowein'*>cnt  outhOftTy-  fropotcd  pub<^  rotrom  tholl  b«  Mbmined  for  onKow*!  prior  *.t> 

I  Through  rcp«<ff)r>: 

COMMANDING  OFFICER,  NCCOSC  RDTE  DIV  003,  53560  HULL  ST,  SAN  DIEGO,  CA  92152-5001 


loth#  OlrtctOTAtp for  of  informatton  ano  Wnirtry  Aewiiv*.  Office  of  th«  S«<r«t.jry  Of  (^bfk  Affairt)*  for  r**l€w 

*  in  tt>«  CMO  Of  nen-OoO  Umt  ogcfwMt.  roguom  for  dVKioi^re  shall  brwbmi.^edtothaiagertey 

ITEM  13:  This  is  the  most  important  part  of  the  entire  DD  1  n  254.  In  completing  this  item 
ask  yourself  the  questions  following  diis  illustration: 

13.  SECURITY  GUIOANCE.  Tht  fcx^tty  douWottor*  guklatKt  oewfad  for  tfm  dto^ifd  effort  H  ideoUffd  btfewf.  if  phYdfflkvTiy  )»mcovnte«T<lln»pQfy(.>g  thhguidarKo^lf  any  othor 
cor  tributlog  factor  indkatn  a  rnred  foe  cKangot  in  thh  gvidarKV.  the  contraaor  H  aothoniad  and  tf^ouraged  to  prtMktt  reromrrHrrtdod  dvar>9n;  to  challtnge  the  gvManct  or  the  daaKkaiH>n 
aiiignad  to  arry  btformaOon  or  troterlal  fwmhhed  or  generatad  under  thhoonuaa  and  to  wbmn  any  ouevtiona  for  IntcrpreUtSon  of  thh  guidance  to  the  offidal  tdanuM  bc4o«*  fending  fInW 
de<h*on.  the  <nionnat>on  inuohed  than  be  handled  end  proTfcted  at  the  hlghen  tavfi  ef  damfkatkw  aiaigrted  or  reconvwfndad.  as  apuroprfaf?  fbr  the  datafhad  effort  Attach,  or 

forward  under  yepaitfe  ottmrtpondtnce.  any  docinrMrntxfgukfeo'eitm.li  referenced  herfui  Add adchrioiMfpagcv  as  nted>edio^ouid«eo>iw.^te  guidance.) 


COPIES  OF  ALL  SUBCONTRACT  DD  FORM  254 'S  MUST  BE  PROVIDED  TO  THE  DISTRIBUTION 
LISTED  IN  BLOCK  17. 
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What  classified  information  will  the  contractor  need  in  the  performance  of  this  delivery 
order? 

What  guidance  will  the  contractor  need  to  protect  the  classified  information?  Is  there  an 
existing  security  classification  guide  for  the  program  or  project?  What  portion  of  the  guide 
applies  to  this  delivery  order?  All  or  part?  Are  there  other  guides  that  provide  guidance  to  assist 
the  contractor? 

Will  classified  hardware  be  furnished  to  or  generated  by  the  contractor?  Wliat  information 
makes  the  hardware  classified?  Will  hardware  being  generated  require  classification?  At  what 
stage  in  its  production  does  it  become  classified?  How  much  classified  hardware  will  be  pro¬ 
duced  or  stored  by  the  contractor? 

What  unique  characteristics  are  involved  that  need  protection?  Are  there  design  features  that 
require  protection?  What  breakthroughs  would  be  significant  if  achieved  in  an  R&D  effort?  Are 
there  some  performance  limitations  that  require  protection? 

These  are  merely  some  of  the  questions  that  should  be  asked  when  preparing  guidance  for  a 
contract.  Put  yourself  in  the  contractor’s  place  and  try  to  determine  what  guidance  will  be 
needed  to  properly  protect  the  classified  information  that  will  be  furnished  or  generated  under 
the  delivery  order. 

Use  this  item  to  identify  applicable  guides,  to  provide  narrative  guidance  that  identifies  the 
specific  types  of  info-Tnation  to  be  classified,  to  provide  appropriate  downgrading  or  declassifi¬ 
cation  instructions,  to  provide  any  special  instructions,  explanations,  comments,  or  statements 
requirement  for  information  or  to  clarify  any  other  items  identified  in  the  DD  Form  254.  Each 
delivery  order  is  unique  in  its  performance  requirements.  Don’t  try  to  follow  a  format. 

The  DD  Form  254,  with  its  attachments  and  incorporated  references,  is  the  only  autliorized 
means  for  providing  security  classification  guidance  to  a  contractor.  It  should  be  written  specifi¬ 
cally  and  include  only  information  that  pertains  to  the  delivery  order  for  which  it  is  issued.  It 
should  not  contain  references  to  international  agency  directives  and  instructions.  If  such  docu¬ 
ments  provide  guidance  applicable  to  the  contract,  the  pertinent  portions  should  be  extracted  and 
provided  as  attachments.  Any  and  all  documents  referenced  or  cited  in  Item  1 3  should  be  pro¬ 
vided  by  the  COR/TA  to  the  contractor,  either  as  attachments  or,  if  classified,  forwarded  under 
separate  cover.  The  requiren’ents  of  the  ISM  or  its  supplements  should  not  be  extracted  and 
included  in  a  DD  Form  254;  the  ISM  provides  safeguarding  requirements  and  procedures  for 
classified  information,  not  security  classification  guidance.  Security  classification  guidance  pro¬ 
vided  detailed  information  that  related  what  information  requires  classification,  what  level  of 
classification  to  assign,  and  the  downgrading  or  declassification  instructions  that  apply  to  the 
information  or  material  generated  by  the  contractor  in  the  performance  of  the  contract. 

It  is  a  difficult  task  to  prepare  security  guidance  that  covers  all  of  the  performance  require- 
n  ents  of  a  classified  contract.  It  is  an  even  more  difficult  task  to  prepare  guidance  that  can  be 
understood  and  implemented  by  the  contractor. 

Add  to  the  bottom  of  Item  13;  “THE  CONTRACTING  OFFICER’S  REPRESENTATIVE 
(COR)  FOR  THIS  DELIVERY  ORDER  IS  (fill  in  the  blank),  NCCOSC  RDTE  DIV  CODE  (fill 
in  the  blank),  TELEPHONE  (619)  55.3- (fill  in  the  blank).” 
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ITEM  14:  TEis  item  applies  any  time  security  requirements  are  imposed  on  a  contractor  that  are 
in  addition  to  the  requirements  of  the  ISM  or  its  supplements.  YES  in  this  item 
requires  NRaD  to  incorporate  the  additional  requirements  in  the  contract  documents 
itself,  or  to  incorporate  the  additional  requirements  by  statements  of  reference  in 
Item  13.  Attendant  costs  incurred  due  to  additional  security  requirements  are  subject 
to  negotiation  by,  and  reimbursement  to,  the  contractor  and  are  the  responsibility  of 
NRaD.  A  copy  of  the  additional  security  requirements  shall  be  provided  to  the  CSO 
with  the  DD  Form  254  during  distribution. 


14.  A  JOITIONAL  SECURITV  REQUIREMENTS.  Pirquircm<nn.  m  •dtfitloo  10  ro^uiromenu.  A'e  fo*  tM  controcL  Of  Yrt.  identify  rhe 

pertinent  tt>ntr9ctu»l  deiaei  tn  tf>e  eontrect  do<\jfnent  ftsetf.  orprmdde  sn  eppropriste  Tteterrntnr  k/tntifiel  the  edditietnaf  reptArrfntna.  f‘rvvidt 
»  <Opy  of  the  ft^tjirnnenti  to  tSe  cogrv/$nt  seeufity  offKt.  Ute  ttem  t3  if  edditionst  tpece  h  needed ) 


SPECIFIC  ON-SITE  SECURITY  REQUIREMENTS  ARE  ATTACHED. 


ITEM  15;  Tliis  item  applies  when  the  CSO  is  relieved  of  inspection  responsibility  in  whole  or 
in  part.  YES  in  this  item,  requires  the  User  Agency  to  provide  information  on  the 
specific  areas  carved-out,  and  to  identify  the  activity  responsible  for  inspection.  A 
copy  of  the  DD  Form  254  must  be  provided  to  the  appropriate  CSO  or  to  DIS  HQ, 


When  access  to  SCI  is  required  (Item  lO.e(l)  is  marked  YES),  the  following  state¬ 
ment  shai:  be  added  in  ihis  item:  “NCCOSC  RDTE  DIV  SSO,  HAS  EXCLUSIVE 
SECURITY  RESPONSIBILITY  FOR  ALL  SCI  CLASSIFIED  MATERIAL 
RELEASED  OR  DEVELOPED  UNDER  THIS  CONTRACT  AND  HELD  WITHIN 
THE  CONTRACTOR’S  SCIF.  DIS  IS  RELIEVED  OF  SECITRITY  INSPECTIONS 
RESPONSIBILITY  FOR  ALL  SUCH  MATCRIAL  BUT  RETAINS  RESPONSI¬ 
BILITY  FOR  ALL  NON-SCI  CLASSIFIED  MATERIAL  RELEAciED  'T’O  OR 
DEVELOPED  UNDER  IHiS  DELIVERY  ORDER  AND  HELD  WITHIN  THE 
CONTRACTOR  S  SCIF." 


15.  iNSPECTlONS.  tlefnenti  of  arc  outildc  tf>c  Intpcction  resporyvNIrty  of  co^ntiant  se<urlTy  offset  Of  Yes.  etpietn  end  rdentify  spedfe 

arcat  oreiemenesarvedot/rendiheeethntyfespom/btefofifttpeetioeit.  Usefrtm  t  J  if  edditionel  tp*<ett  needed.} 


HEM  16;  This  item  shall  contain  the  name,  title,  telephone  number,  address  and  signature  of 
the  Contracting  Officer  for  Security  Matters  certifying  that  the  security  requirements 
are  complete  and  adequate  for  performance  of  the  classified  effort.  This  information 
is  preprinted  on  most  DD  Form  254s. 
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16.  CERTIFICATION  AND  SIGNATURE.  S«curity  rtquircrntntl  (MHd  htrtln  arc  complete  and  adequate  for  tafeguarding  the  classified 
information  to  be  released  or  generated  under  this  classified  effort.  All  questions  shall  be  referred  to  the  official  named  below. 

».  nno  P4AMC  0^  aiiTtfyiNG  OfriciAL 

P.  A.  TALLEY 

i>,  tnii 

CONTRACTING  OFFICER  FOR 

SECURITY  MATTERS 

(.  T(UPHONC  (iFKfudt  Am# 

(619)  553-3195 

d  ADOMSS  OfKkjdt  Zj0  Codti 

COMMANDING  OFFICER 

NCCOSC  RDTE  DIV  0363 

63660  HULL  8T 

SAN  DIEGO  CA  92162  -6001 

T  SBTDtTnSJ 

ITEM  17:  The  DD  Form  254  is  a  contractual  document  and  should  be  distributed  with  the  con¬ 
tract  document  to  all  addressees.  It  is  important  that  the  DD  Form  254  be  distribu¬ 
tion,  as  a  minimum,  to  those  shown  on  this  item.  T^pe  the  Contracts  code  that  will 
be  administering  your  contract  in  block  17.e.  In  block  17.f,  type:  “0353,  your 
required  codes.” 


1  17.  REQUIRED  DISTRIBUTION 

XX 

•.  CONTMOOA 

b.  lUICONTIUCTOb 

t  COCNIlANr  ifCUWTV  fO«  AAIMI  AND  SUICONTAACTOA 

d.  U  S.  ACTrvrrv  ACSPOnSiHC  OVIRSCAS  SCCUWTT  ADMINTSTMTiON 

t.  AOMlNlSTRATtVC  CONTRACTING  OTfiCtR  NHiaD  CODE 

t  OTHCftt  AS  NcasuRv  KRaD  CODES  0d5S» 

XX 

XX 

XX 
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APPENDIX  D 


PREPARATION  OF  A  FINAL  DD  FORM  254 

A  final  DD  Form  254  is  not  required  until,  iid  unless,  the  contractor  requests  an  extension 
of  retention  authority  and  is  authorized  the  extension.  The  extension  follows  an  authorized 
two-year  retention  period.  Upon  receipt  of  a  request  from  the  contractor  for  document  retention 
on  an  expiring  contract,  the  final  DD  Form  254  will  be  prepared  by  the  COR/TR  and  approved 
by  the  COSM.  The  following  information  must  be  provided  on  the  DD  Form  254: 

IT’EM  1:  In  Item  l.a,  insert  the  highest  level  of  facility  clearance  required  to  retain  the 
requested  documentation.  In  Item  l.b,  insert  the  highest  level  of  safeguarding 
capability  required  by  the  contractor  to  retain  the  requested  documentation.  The 
clas.sification  level  in  l.b  may  not  be  higher  than  that  shown  in  Item  l.a 


t. 

atARANCf  AND  SAFEGUARDING 

f  AOurr  oiAAANa  mQ4Mcd 

T" 

UVtL  0#  WCCUAAOtN^  MQUWIO 

ITEM  2:  Place  an  X  in  box  2. a  and  enter  the  prime  contract  number.  Leave  2.b  and  2.c  blank. 


1  2.  THIS  SPCOFKATION  IS  FOR:  (v  M«d  m  | 

X 

«.  PMIMC  COt^TMCT  NUMlCIt  1 

b.  lUVCOWniACr  NUMtlA 

C  SOUCrTATiQN  ON  Or«.<lt  NUMUA 

Ow«  Ditt  {yrui^oo) 

ITEM  3:  Place  an  X  in  box  3.c  and  place  the  appropriate  date  in  the  box  to  the  right  by  using 
numbers  only  in  year-month-day  format  (e.g.,  931116).  Leave  3.a  and  3.b  blank. 
When  a  final  DD  Form  254  is  issued.  Item  5  is  always  YES. 


1 3.  THIS  SPECIFICATION  IS:  CX  •nrf  complete  m  \ 

a.  OWGmAL  bstw  tn  90  emt) 

0»U  (YYUUDOi 

b.  HCVliCO  (UpfFMdf* 

S0  prvrAMff 

VvtPon  No. 

D*lt  (YYUMDO) 

X 

c.  FINAL  (Compl«r«  frflwf  5  *1  cmcM} 

D«t«  (rrMMoo; 

ITEM  4:  Place  an  X  in  the  NO  box. 


4.  IS  THIS  A  FOLLOW-ON  CONTRACP 


X 


NO.  W  complete  followving; 


receded  or  9e««er«tcd  urtder 


ContnKT  Humber)  H  tranrftfrtd  to  thii  follow«on  contract. 
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ITEM  5:  Place  an  X  in  the  YES  box.  Enter  the  date  of  the  contractor’s  request  and  the  period 
of  retention  authorized.  ITie  period  of  retention  may  be  up  to  five  years  from  the 
date  of  the  request. 

%  IS  THIS  A  FINAL  DO  FORM  254T  I  X  I  YIt  I  I  mo.  H  Vcv  ih«  followtog: 

In  fvipom*  to  thf  controctof't  rtqwot  cUKod  _ _ ,  mention  of  tho  rutertol  botrthortie^  for  the  pet lod  of 


ITEM  6:  Enter  the  name  and  address  of  the  contractor  in  6.a.  Enter  the  contractor’s  CAGE 
Code  in  6.b.  Enter  the  name  and  address  of  the  COG  Office  in  6.c.  All  of  this 
information  is  listed  on  the  award  DD  Form  254. 

6.  contractor  (induelt  Com«wertf#f  enrf  Gov^frumnt  Cnttry  (CACt)  Co4t) 


•.  HAME.  AOOftfSS,  AND  HP  COO€ 

b.  CAGE  CODE 

c  COGNIZANT  SECUfUTY  OFflCE  A^rttL  eM  Z/p  Cotfe) 

ITEM  7:  Leave  blank. 

1 7.  suBcoNTRAaon  1 

•.  NAMC.  ADOAEiii.  and  Tip  CODE 

b.  CAGE  CODE 

c  cOGNitAKT  SfCURmr  orricc  (turn.  Addira,  *nd  ZJp  Cod*) 

ITEM  8:  Leave  blank. 


8.  actual  performance 

a.  LOCATION 

b.  CAGE  CODE  1 

'  c.  cognizant  SECUAiTY  OFFICE  (Name.  Atftfnm.  aifd  Tip  Code; 

ITEM  9;  Leave  blank. 

9.  GENERAL  IDENTIFICATION  OF  THIS  PROCUREMENT 
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ITEM  10:  Leave  blank. 


1  to.  THIS  CONTRAa  WILL  REQUIRE  iiCCESS  TO: 

YES 

NO 

•. 

COMMUMU:A1iONlSECUfUTY  (COMSEO  (NfOfUMATION 

b. 

ACSnuaCD  DATA 

c 

CfUTiCAL  NUQXAA  WCAfON  OCSICN  INfOAMATIOM 

d. 

fORMEAlY  HESTPUaCD  DATA 

t. 

tIiTELUGCNCC  INfOAMATION: 

0)Wmfthrt  Comp«nm«rTtcd  tnform«t1or>  (SO) 

(2)  Mor\-Sa 

f 

SACCAl  ACCESS  iMFORMATtON 

9 

NATO  INFORMATION 

h. 

FORIGN  GOVCANMENT  INFORMATK>N 

t. 

LtMrrtO  OrSSEMINAnON  tNFOAMATtON 

1  J  fOA  O'^FICIAL  US€  ONLY  tNFOfUMAriOfI 

k. 

OTHEM 

STUB  NUMBER: 

ITEM  1 1 :  I^ave  blank. 


1MN  PERFORMING  THIS  CONTRACT,  THE  CONTRACTOR  WILL; 

YtS 

NO 

a.  have  ACCESS  TO  ClAsSIFiED  iNFOKMAflON  O^T  ATaNOTh^R  CONTKACTOK'S 
FAOLfrr  OA  A  GOVIANMENT  aOIVITY 

b.  MCEfVC  CLASSCFIfD  OOCUMEffTS  ONIY 

c  RiarVE  AND  GENERATE  CLASSIFIED  MATEfUAL 

d.  FAflRiCATC.  MODIFY.  OK  STORE  CLASSfFtCO  HAM)WAW 

«.  REROAM  SERVICES  ONLY 

V  AUThOllWB  TO  u55  oefense  technical  iNf6RFi<Afi6H 

aNTCR  iOTlO  OR  OTHER  SECONDARY  DISTRIBUTION  CENTER 

K  REQUIRE  A  CCMSEC  ACCOUNT 

1.  HAVE  TEMREST  REQUIREMENTS 

i.  have  ORERATIONS  SECURfTY  (OPSEQ  REQUIREMENTS 

k  BE  authorized  to  USE  THE  DEFENSE  COURIER  SERVICE 

1.  other  (5pecjfy> 

ITEM  12:  Place  X  in  the  “through”  box  and  enter  Commanding  Officer,  NCCOSC  RDTE  DIV 
003,  53560  Hull  Street,  San  Diego,  CA  92152-5001.  This  information  is  preprinted 
on  most  forms. 

12.  PUBLIC  RELEASE.  Any  lnform«tlo«>  ^  uncJ«xx/fW)  per^itnlng  10  thn  conlf*ct  not  Dc  rei«»Md  for  pubfk  i5>u«min«l«or'  vt  prorl^ed  by  IndmtrUI 

teojftty  Manujil  or  unini  It  Kt  b*»n  •pprow«4  fo»  pwWk  by  •pproph»«t  U  S  &o»*inmr«i  •xrtKorKy.  ProociwJ  pwbfk  rclenei  ih»M  be  iwbmlne^  fo  aF^owal  prior  to  reitne 

f  Otreci  GD  Thfowgii  aprtf'y;- 

COMMANDING  OFFICEK,  NCCOSC  RDT-E  DIV  003,  53560  HULL  ST,  SAN  DIEGO,  CA  92152-5001 


to  the  Dtrectorete  for  ^re«dorv>  of  infomeiion  und  Security  Arvmr.  Offkr  of  l^e  AMrUeni  Setj-eiery  Of  Pefente  (^bfK  Affeln)*  for  revtew 
*  (n  the  ceie  of  rxxvDoC  Uter  A^erKfei  reooofti  for  dhclOMtre  shell  be  subm<ne<f  to  thet  •9ency. 

ITEM  13:  The  specific  listing  of  requested  documents  must  be  entered  in  this  block.  If  the  list 
is  extensive,  type  the  phrase  "SEE  ATTACHED  LISTING”  and  attach  the  list  to  the 
DD  Form  254.  Also,  annotate  the  final  disposition  instructions  for  the  classified 
material  under  the  contract.  If  you  want  the  material  returned,  destroyed,  or  will 
entertain  another  request  for  retention,  so  state.  Add  to  the  bottom  of  Item  13:  "The 
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Contracting  Officer’s  Representative  (COR)  for  this  contract  is  (fill  in  the  blank), 
NCCOSC  RDTE  DIV  Code  (fill  in  the  blank)  telephone  (619)  553-  (fill  in  the 
blank). 

13.  SECURITY  GUIDANCE.  T>»vircufttyeJMWfk«tion guidance  rf  •nydtfflojhy  h vftcoumertd  In  cpp^lng  thK gvtdincv^  K  atty o(K«i’ 

comrftMtlng  factor  Indlaiici  a  nead  fpr  thtngti  In  thH  gvidance.  coAt/artor  h  awtK^iicd  and  «n<oura9cd  to  provkk  rrcomme*>d»d  to  cKalkngt  tNt  guMan<v  of  tht  daul^RatlOo 

a»lgn«d  to  any  Information  or  malarial  fyrT»»^td  or  ganaratad  undar  tf>n  contract  and  to  uibnUt  any  quattlom  for  Inttrpralatlon  of  iKH  guldanca  to  tha  official  Idantifled  balow.  faring  final 
dacMon.  the  Information  Involyad  ihalf  ba  handled  and  prenectad  at  tha  highact  iav«l  of  datvfkatlon  anlgnad  or  raconvnandad.  as  aporoprfafv  tor  the  danfAadc ffbrt  4rfaAor 

forward  ondarKparafecormpondanct.  any  docvmancdgwfdatfaarra<tl  ra/arencadhtmn  Addaddrflonal  paget  asnaadadloproyida  rtynpU  fc  gtdilaoCT J 


COPIES  OF  ALL  SUBCONTRACT  DD  FORM  254 'S  MUST  BE  PROVIDED  TO  THE  DISTRIBUTION 
LISTED  IN  BLOCK  17. 


iTEM  14:  Place  an  X  in  the  NO  block.  If  preprinted  on  your  form,  delete  phrase  “SPECIFIC 
ON-SITE  SECURITY  REQUIREMENTS  ARE  ATTACHED.” 


I  14.  ADDITIONAL  SECURITY  REQUIRCN1ENTS.  Peqmramant*.  rna6dltK»ntolSMfegwirefnanta.afaa»tato<^edforiKncontract.  flfTei.  *danr»fy  fha 

parr/nanf  confracfiM/ cfauias  w  tf»a  conrracf  doewmanr  or  pn»a»da  an  apprrp'tcfa  itafemanr  wh^  idtntifin  ttn  add'f/onaf  ra9uirT<nrnCL  arovida 

a  copy  of  fha  ragufrema/tO  Co  fha  cognr/anr  faanrfy  offkt  fJt*  Kfm  tj  if  add/rrwta/  ipacr  d  oaadad  ) 

SPECIFIC  ON-SITE  SECURITY  REQUIREMENTS  ARE  ATTACHED. 


I  Y»  I  TTi 


ITEM  15:  Place  an  X  in  the  NO  block. 


I  15.  INSPECTIONS.  Clemann  of  ihH  contract  are  ou^e  the  Inipact'On  mponybitity  of  <ha  cognisant  lacunry  offlrr  fff  tfrp/a»nandrdenr/^Jtpac^fic 
arras  or  e/emanCi  carved  out  and  fha  accMf)-  rrspons/We  for  (nspacflorti  y»e  ffem  f  J  if  addrfronai  ipa<a  d  naadrd  > 
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ITEM  16:  In  bl(v.:k  I6.a,  type  the  name  of  the  Contracting  Officer  granting  the  retention 

authority,  In  block  16.b,  type  the  title  of  that  Contracting  Officer.  In  block  16.c,  type 
the  telephone  number  of  the  individual  listed  in  block  16.a.  16.d  will  contain  the 
official  address  for  the  NRaD  personnel  granting  retention  authority.  16.e  will 
contain  the  signature  of  the  individual  listed  in  block  16.a. 


1 16.  CERTIFICATION  AND  SIGNATURE.  St'urlty  requiremf  nti  Hated  herein  are  complete  and  adequate  for  safeguarding  the  classified 

1  information  to  be  released  or  generated  under  this  dassined  effort  All  questions  shall  be  referred  to  the  official  named  below. 

a.  TVrCD  NAMt  or  URTWVINa  OrilCIAL 

b.  TIKI 

c-  ftLl^ONl  (ifvKrtd* Co^«> 

P.  A.  TALLEY 

CONTRACTING  OFFICER  FOR 

SECURITY  .HATTERS 

(619)  553-3195 

a  ADOXSS  ('nc/uda  Coda/ 

COMMANDING  OFFICER 

NCCOSC  RDTE  DIV  0363 

63B60HULL8T 

SAN  DIEGO  CA  92162-6001 

r  sicrUTi.HU 

ITEM  17:  Annotate  the  appropriate  distribution.  Tlie  minimum  distribution  is  17.a,  17. c,  17.e, 
and  17.f.  In  17.e  enter  the  Contracts  code  administering  your  contract.  In  17.f,  type 
“0353  and  the  technical  code  preparing  the  Final  DD  Form  254.” 


1  17.  REQUIRED  DISTRIBUTION  I 

XX 

a. 

CONTKaAaOft 

b. 

tUlCONTluaOM 

XX 

c 

cooNHArrT  stcuamr  o»»>ci  roa  mumi  *rro  suacONTHACTO* 

4. 

U  S.  ACTivrTV  ACsroNSitil  roa  oveastas  SCCuaitt  AOMiNisraAtPOtr 

XX 

«. 

A0«it«STaATivt  corrraACTlNC  orricia  NRbD  CODE 

XX 

f 

otHias  AS  NccEsuav  NRaD  CODES  0363, 
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APPENDIX  E 


CLASSIFICATION  GUIDES 
BASIC  POLICY 

A  classification  guide  is  an  instruction  that  prescribes  the  appropriate  classification  designa¬ 
tion  and  declassification  guidance  for  categories  of  related  information.  The  guide  has  been 
approved  personally  and  in  writing  by  the  original  classification  authority  who  has  program  or 
supervisory  responsibility  over  that  information.  Classification  guides  are  intended  to  facilitate 
the  proper  and  uniform  derivative  classification  of  information.  A  classification  guide  must  be 
prepared  for  each  system,  plan,  program,  or  project  involving  classified  information  and 
promulgated  as  soon  as  practicable  prior  to  initial  funding  or  implementation  of  the  program. 

RETRIEVAL  AND  ANALYSIS  OF  NAVY  CLASSIFIED  INFORMATION  (RANKIN) 

RANKIN  is  a  computerized  program  providing  standardization,  centralized  management  and 
promulgation  of  all  Department  of  the  Navy  security  classification  guides.  It  provides  a  central 
storage  and  retrieval  system  for  classification  guidance.  After  approval  by  the  original  classifica¬ 
tion  authority,  a  guide  is  forwarded  to  the  RANKIN  Program  Office,  CNO  (OP-09N2),  and 
entered  into  the  RANKIN  database. 

Uniformly  formatted  classification  guides  are  promulgated  by  CNO  (OP-09N2)  in  the 
following  major  subject  categories: 

a.  OPNAVINST  5513.1  (series);  Department  of  the  Navy  Security  Classification  Guides. 

b.  OPNAVINST  C55 1 3.2  (series):  Air  Warfare  Programs. 

c.  OPNAVINST  S5513.3  (series):  Surface  Warfare  Programs. 

d.  OPNAVINST  S55 13.4  (series):  General  Intelligence.  Cover  and  Deception,  Security  and 
Investigative  Programs. 

e.  OPNAVINST  S55 1 3.5  (series):  Undersea  Waifare  Programs. 

f.  OPNAVINST  S5513.6  (series):  Communications  and  Satellite  Programs. 

g.  OPNAVINST  C55 1 3.7  (series):  Mine  Warfare  Programs. 

h.  OPNAVINST  S5513.8  (series):  Electronic  Warfare  Programs. 

i.  OPNAVINST  S5513.9  (series):  Nuclear  Warfare  Programs. 

j.  OPNAVINST  C5513.10  (series):  Advanced  Technology  and  Miscellaneous  Programs. 

k.  OPNAVINST  5513.11  (series):  Marine  Corps  Ground  Combat  and  Miscellaneous 
Programs. 

l.  OPNAVINST  S55 1 3. 1 2  (series):  Intelligence  Research  Projects. 

m.  OPNAVINST  S55 13.13  (series):  Non-Acoustic  Anti-Submarine  Warfare  Programs. 

n.  OPNAVINST  5513.14  (series):  Space  Programs. 

o.  OPNAVINST  C5513.15  (series);  Naval  Special  Warfare  (NSW)  Programs. 
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p.  OPNAVINST  5513.16  (series):  Continued  Protection  and  Systematic  Declassification 
Review  and  Downgrading. 

The  OPNAV  instruction  for  each  major  subject  area  contains,  as  enclosures,  individual 
classification  guides  for  programs,  projects,  plans,  or  systems  related  to  the  overall  subject  area 
of  the  instruction.  The  RANKIN  guide  is  available  for  review  in  the  Industrial  Security  Office, 
Code  0353.  For  assistance  in  obtaining  copies  of  classification  guides,  contact  Code  0353. 
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APPENDIX  F 


DEFINITIONS 

ACCESS:  The  ability  and  opportunity  to  obtain  knowledge  of  classified  information. 

acceptable  level  of  protection  for  AIS  and  the  classified  data  processed.  Includes  all  hardware  or 
software  functions;  characteristics;  and  mechanisms;  operational  accountability  and  access  con¬ 
trol  procedures  at  the  computer  and  remote  terminal  facilities;  and  management  constraints, 
physical  structures  and  devices  needed  to  provide  an  acceptable  level  of  protection  for  classified 
information  in  any  state  of  storage,  processing,  display  or  communication  within  tlie  AIS. 

CAPE  CODE  NUMBER:  Commercial  and  Government  Entity  Code  Number  (formerly  Federal 
Supply  Code  [FSC]).  A  unique  alphanumeric  designation  assigned  to  a  defense  contractor  by  the 
Defense  Logistics  Service  Center  (DLSC),  Battle  Creek,  Michigan,  for  identification  purposes. 

CARVE-OUT:  A  classified  contract  issued  in  connection  with  an  approved  Special  Access 
Program  in  which  the  Defense  Investigative  Service  (DIS)  has  been  relieved  of  inspection 
responsibility  in  whole  or  in  part. 

CLASSIFICATION  MANAGEMENT  A  discipline  which  seeks  to  ensure  that  official  informa¬ 
tion  is  classified  only  when  required  in  the  interest  of  national  security,  is  properly  identified, 
and  retains  the  classification  assigned  only  as  long  as  necessary, 

CLASSIFIED  CONTRACT:  Any  contract  that  requires,  or  will  require,  access  to  classified 
information  by  the  contractor  or  his/her  employees  in  the  performance  of  the  contract.  A  con¬ 
tract  may  be  classified  even  though  the  contract  documents  (DD  Fonn  254,  Statement  of  Work 
[SOW]  and  Contract  Data  Requirements  List  (CDRLJ)  themselves  may  not  be  classified.  As 
used  in  this  Technical  Document,  unless  otherwise  specified,  the  term  CONTRACT  includes 
original  solicitations  (RFPs,  IFBs,  RFQs,  etc.). 

CLASSIFIED  SUBCONTRACT:  As  used  in  this  document,  the  term  SUBCONTRACT,  unless 
otherwise  specified,  includes  subcontractor’s  purchase  orders,  solicitations,  leases,  teaming 
agreements  (but  not  formally  established  joint  ventures),  or  any  other  instrument  of  solicitation 
or  agreement  between  a  company  and  an  actual  or  potential  vendor  or  supplier  which  requires, 
or  will  require,  the  vendor  or  supplier  or  his/her  employees  or  agents  to  have  access  to  classified 
information  in  the  p(?rformance  tiiereof.  The  instrument  itself  need  not  be  classified.  The  vendor 
or  supplier  c  r  his/her  employees  or  agents  may  or  may  not  be  required  to  handle  or  process 
classified  documents  or  material.  The  fact  that  they  may  require  or  may  have  access  to  classified 
information  is  sufficient. 

CLASSIFICATION  GUIDE:  A  document  setting  forth  the  classification,  downgrading  and 
declassification  guidance  applied  to  subjects  within  a  specific  area  of  defense  activity. 

COGNIZANT  SECURITY  OFFICE  (CSO):  The  office  of  record  of  the  Defense  Investigative 
Service  (DIS),  Director  of  Industrial  Security,  which  has  industrial  security  jurisdiction  over  the 
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geographical  area  in  which  a  cleared  facility  is  located.  Currently,  eight  DiS  CSOs  may  be  found 
in  appendix  I. 

COMMUNICATIONS  SECURITY  (COMSEO:  The  protective  measures  taken  to  deny  unau¬ 
thorized  persons  information  derived  from  telecommunications  of  the  U.S,  Government  relating 
to  national  security  and  to  ensure  the  authenticity  of  such  communications.  COMSEC  includes: 

1.  Cryptosecurity,  which  results  from  providing  technically  sound  cryptosystems  and  their 
proper  use. 

2.  Physical  security,  which  results  from  physical  measures  taken  to  safeguard  COMSEC 
material  and  information. 

3.  Transmission  security,  which  results  from  measures  designed  to  protect  transmissions 
from  interception  and  exploitation  by  means  other  than  cryptoanalysis. 

4.  Emission  security,  which  results  from  measures  taken  to  deny  unautliorized  persons 
information  of  value  which  might  be  derived  from  the  interception  and  analysis  of  compromis¬ 
ing  emanations  from  cryptoequipment  and  telecommunications  systems. 

CONTRACT  ADMINISTRATOR:  An  employee  authorized  to  negotiate  and  enter  into  contracts 
with  legal  entities  on  behalf  of  the  government. 

CONTRACTING  OFFICER:  Any  government  official,  in  accordance  with  departmental  or 
agency  procedures,  is  currently  designated  as  a  contracting  officer  with  the  authority  to  enter 
into  and  administer  contracts,  and  to  make  determinations  and  findings  with  respect  hereto,  or 
any  part  of  such  authority.  The  term  also  includes  the  designated  representative  of  the  contract¬ 
ing  officer  acting  within  the  limits  of  his  or  her  authority.  For  me  purpose  of  this  document,  the 
term  contracting  officer  refers  to  the  contracting  officer  at  the  purchasing  office  who  is  identified 
as  the  PCO  and  the  contracting  officer  at  a  contract  administration  office  who  is  identified  as  the 
AGO. 

CONTRACTOR:  Any  individual,  educational,  commercial,  or  other  entity  that  has  executed  a 
UD  Form  441,  Department  of  Defense  .Security  Agreement,  with  the  DoD  for  the  purpose  of 
performing  on  a  classified  contract  or  other  procurement.  The  term  also  refers  to  an  individual 
who  manages  such  an  entity. 

CONTRACTING  OFTICER’S  REPRESENTATIVE  fCOR):  An  NRaD  individual  delegated  by 
the  PCO  for  specific  contract  performance  issues, 

CRITICAL  NUCLEAR  WEAPONS  DESIGN  INFORMATION  fCNWOli:  TOP  SECRET  or 
SECRET  Restricted  Data  revealing  the  theory  of  operation  or  design  of  the  components  of  a 
thermonuclear  implosion  type  fission  bomb,  warhead,  demolition  munition,  or  test  device. 
Specifically  excluded  is  information  concerning  arming,  fusing,  and  firing  systems:  limited  life 
components;  and  total  contained  quantities  of  fissionable,  fusionable,  and  high  explosive 
materia!  by  type.  Among  these  excluded  items  are  the  components  that  personnel  set,  maintain, 
operate,  test,  or  replace. 

CRYPTO:  A  marking  or  designator  identifying  all  COMSEC  keying  material  that  is  used  to 
protect  or  authenticate  telecommunications  carrying  national  security-related  infonnation. 
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DERIVATIVE  CLASSIFICATION:  Assignment  of  classification  to  information  because: 

1 .  The  information  is  in  substance  the  same  as,  or  closely  related  to,  other  information  with 
respect  to  v/hich  there  is  an  outstanding  proper  classification  determination,  of  v/hich  the  classi¬ 
fier  has  knowledge,  and  on  which  he  or  she  is  relying  as  the  basis  for  classification;  or 

2.  The  information  is  created  as  a  result  of,  or  in  connection  with,  or  in  response  to,  other 
information  dealing  in  substance  with  the  same  or  closely  related  subject  matter  that  has  been 
and  still  is  properly  classified;  or 

3.  The  classification  to  be  applied  to  the  information  has  been  determined  by  a  higher 
authority  and  that  classification  determination  is  communicated  to  and  acted  upon  by  the 
classifier. 

DISP:  The  Defense  Industrial  Secui  ity  Program  is  a  DoD  contractual  security  service  program 
that  provides  the  basis  for  NRaD  to  maintain  assurances  that  classified  information  released  into 
the  hands  of  industry  is  being  properly  protected. 

FACILITY:  A  plant,  laboratory,  office,  college,  university,  or  commercial  structure  with 
associated  warehouses,  storage  areas,  utilities,  and  components,  which,  when  related  by  function 
and  location,  form  an  operating  entity.  For  industrial  securitj'  purposes  the  teim  does  not  include 
government  installations. 

FACILITY  (SECURITY^  CLEARANCE  (FCLk  An  administrative  determination  that,  from  a 
security  viewpoint,  a  facility  is  eligible  for  access  to  classified  information  of  a  certain  category 
and  all  lower  categories,  An  FCL  in  and  of  itself  is  not  evidence  that  a  facility  is  authorized  to 
store  classified  material. 

FORMERLY  RESTRICTED  DATA  (FRD):  Information  removed  from  the  Restricted  Data  cate¬ 
gory  upon  determination  Jointly  by  the  Atomic  Energy  Commission  and  Department  of  Defense 
that  such  information  relates  primarily  to  the  military'  utilization  of  atomic  weapons  and  that 
such  information  can  be  adequately  safeguarded  as  classified  defense  information.  Such 
information  is,  however,  treated  the  same  as  Restricted  Data  for  purposes  of  foreign 
dissemination. 

FSC  NUMBER:  Federal  Supply  Code  number,  see  CAGE,  above. 

GRAPHIC  ARTS:  Facilities  and  individuals  engaged  in  performing  consultation,  service,  or  the 
production  of  any  component  or  end  product  that  contributes  to,  or  results  in,  the  reproduction  of 
classified  information.  Regardless  of  the  trade  name  of  specialized  processes,  it  includes  writing, 
illustrating,  advertising  services,  copy  preparation,  all  methods  of  printing,  finishing  services, 
duplication,  photocopying,  and  film  processing  activities. 

INFORMATION:  Knowledge  that  can  be  communicated  by  any  means. 

INTELLIGENCE:  Tlie  product  resulting  from  the  collection,  evaluation,  analysis,  integration, 
and  interpretation  of  all  available  information,  which  concerns  one  or  more  aspects  of  foreign 
nations  or  areas  of  foreign  operations  and  is  immediately  or  potentially  significant  to  military 
planning  and  operations. 
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INTELLIGENCE  COMMUNfFY:  United  States  organizations  and  activities  identified  by  execu¬ 
tive  order  as  making  up  the  community.  The  following  organizations  currently  co  iiprise  the 
Intelligence  Community;  Central  Intelligence  Agency;  National  Security  Agency;  Defense 
Intelligence  Agency:  special  offices  within  the  Department  of  Defense  for  the  collection  of 
specialized  foreign  intelligence  through  reconnaissance  programs,  the  Bureau  of  Intelligence  and 
Research  of  the  Department  of  State;  the  intelligence  elements  of  the  military  services;  Federal 
Bureau  of  Investigation,  the  Departments  of  Treasury  and  Energy,  and  the  Drug  Enforcement 
Administration;  and  staff  elements  of  the  Office  of  Director  of  Central  Intelligence. 

MULTIPLE  FACILITY  ORGANIZATIONS:  A  legal  entity,  its  headquarters  location  referred  to 
as  the  Home  Office  Facility  (HOF),  which  has  at  least  one  additional  site,  location  or  division 
working  on  classified  programs  or  tasks. 

NATO  INFORMATION:  North  Atlantic  Treaty  Organization  (NATO)  classified  information 
embraces  all  classified  information — military,  political  and  economic — circulated  within  and  by 
NATO  whether  such  information  originates  in  the  organization  itself  or  is  received  from  member 
nations  or  from  other  international  organizations. 

NEED  TO  KNOW:  A  determination  made  by  the  holder  of  classified  information  that  the  pro¬ 
spective  recipient,  in  the  interest  of  national  security,  has  a  requirement  for  access  to,  knowledge 
of,  or  possession  of  the  classified  information  to  perform  tasks  or  sei’vices  essential  to  the  fulfill¬ 
ment  of  an  official  U.S.  Government  program.  Knowledge,  possession  of,  or  access  to,  classified 
information  shall  not  be  afforded  to  any  individual  solely  by  virtue  of  the  individual’s  office, 
position,  or  security  clearance, 

NRaD:  NRaD,  under  the  Department  of  Defense  Industrial  Security  Regulation,  includes  the 
office  of  the  Secretary  of  Defense,  the  Defense  agencies,  the  Military  Departments  and  other 
Federal  departments  or  agencies  for  whom  the  Secretary  of  Defense  is  authorized  to  act  to  assure 
the  safeguarding  of  classified  information  in  industry, 

ORIGINAL  CL  ASSIFICATIQN:  An  initial  determination  that  official  information  requires,  in 
the  interest  of  national  security,  a  specific  degree  of  protection  against  unauthorized  disclosure, 
coupled  with  a  designatioi  signifying  that  such  a  determination  has  been  made. 

ORIGINAL  CLASSIFICATION  AUTHORITY:  The  authority  to  make  original  classification 
vested  specifically  and  in  writing  in  an  official  of  the  Government  as  the  incumbent  of  an  office 
and  in  the  official  specifically  and  in  writing  designated  to  act  in  the  absence  of  the  incumbent. 

PRIME  CONTRACTOR:  A  contractor  who  receives  a  prime  contract  from  NRaD. 

PUBLIC  DISCLOSURE:  The  passing  of  information/materials  to  the  public,  or  any  member  of 
the  public,  by  any  means  of  communication. 

REGRADE:  A  determination  that  classified  information  requires  a  different  degree  of  protection 
against  unauthorized  disclosure  than  currently  provided,  together  with  a  change  of  classification 
designation  that  reflects  such  different  degree  of  protection. 

REQUESTOR:  An  employee  who  directs  a  buyer  to  take  action  to  obtain  a  contract  procure¬ 
ment. 


F-4 


RESTRICTED  DATA:  All  data  (information)  covering: 

1 .  Design,  manufacture,  or  use  of  atomic  weapons; 

2.  The  production  of  special  nuclear  material;  or 

3.  The  use  of  special  nuclear  material  in  the  production  of  energy,  but  not  to  include  data 
declassified  or  removed  from  the  Restricted  Data  category  under  Section  142  of  the  Atomic 
Energy  Act. 

SECURITY:  A  protected  condition  of  classified  information  that  prevents  unauthorized  persons 
from  obtaining  information  of  direct  or  indirect  military  value.  This  condition  results  from  the 
establishment  and  maintenance  of  protective  measures  which  ensure  a  state  of  inviolability  from 
hostile  acts  or  influence. 

SENSITIVE  CQMPARTMEN  TED  INFORMATION  (SCD:  All  information  and  materials 
bearing  special  intelligence  community  controls  indicating  restricted  handling  within  intelligence 
collection  programs,  and  their  products.  These  special  community  controls  are  formal  systems  of 
restricted  access  established  to  protect  the  sensitive  aspects  of  sources  and  methods  and 
analytical  procedures  of  foreign  intelligence  programs. 

SPECIAL  ACCESS  PROGRAM  (SAP):  Any  program  imposing  “need-to-know”  or  access 
controls  beyond  those  normally  provided  for  access  to  CONFIDENTIAL,  SECRET  or  TOP 
SECRET  information.  Such  a  program  includes,  but  is  not  limited  to,  special  clearance, 
adjudication,  or  investigative  requirements,  special  designation  of  officials  authorized  to 
determine  “need-to-know,”  or  special  lists  of  persons  determined  to  have  a  “need-to-know.” 

SUBCONTRACTOR:  A  supplier,  distributor,  vendor,  or  firm  that  furnishes  supplies  or  services 
to  or  for  a  prime  contractor  or  another  subcontractor,  who  enters  into  a  contract  with  a  prime 
contractor.  For  purposes  of  this  document,  each  subcontractor  shall  be  considered  as  a  prime 
contractor  in  relation  to  its  subcontractor. 

TECHNICAL  REPRESENTATIVE  (TR):  An  NRaD  individual  delegated  by  the  PCO  for 
specific  contract  performance  issues. 
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APPENDIX  G 


AGO 

GLOSSARY 

Contracting  Officer  at  a  Contract  Administration  Office 

ADP 

Automatic  Data  Processing 

AIS 

Automated  Information  System 

CCI 

Controlled  Cryptographic  Item 

CDRL 

Contract  Data  Requirements  List 

CMS 

Communications  Security  Materia!  System 

CNWDI 

Critical  Nuclear  Weapon  Design  Information 

COMSEC 

Communications  Security 

COR 

Contracting  Officer’s  Representative 

COSM 

Contracting  Officer  for  Security  Matters 

CSO 

Cognizant  Security  Office 

DCI 

Director  of  Central  Intelligence 

DCS 

Defense  Courier  Service 

DIS 

Defense  Investigative  Service 

DISCO 

Defense  Industrial  Security  Clearance  Office 

DISP 

Defense  Industrial  Security  Program 

DoD 

Department  of  Defense 

DOE 

Department  of  Energy 

DON 

Department  of  the  Navy 

DTiC 

Defense  Technical  Infonnation  Center 

FBI 

Federal  Bureau  of  Investigation 

FCL 

Facility  Clearance 

FOUO 

For  Official  Use  Only 

FRD 

Formerly  Restricted  Data 

HOF 

Home  Office  Facility 

1C 

Intelligence  Community 

IFB 

Invitation  for  Bid 

ISM 

Industrial  Security  Manual 

ISR 

Industrial  Security  Regulation 

LIMDIS 

Limited  Dissemination  Information 

NATO 

North  Atlantic  Treaty  Organization 

NIC 

Naval  Intelligence  Command 

NCIS 

Nava!  Criminal  Investigative  Sei*vice 

NSA 

National  Security  Agency 
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OCA 

OPSEC 

PCO 

RANKIN 

RD 

RF? 

RFQ 

SAP 

SCI 

SCIF 

SOW 

SSO 

TR 


Original  Classification  Authority 
©[derations  Security 

Procuring  Contracting  Officer 

Retrieval  and  Analysis  of  Navy  Classified  Information 
Restricted  Data 
Request  for  Proposal 
Request  for  Quote 

Special  Access  Program 
Sensitive  Compartmented  Information 
Sensitive  Compartmented  Information  Facility 
Statement  of  Work 
Special  Security  Officer 

Technical  Representative 
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LISTING  OF  DEFENSE  INVESTIGATIVE  SERVICE 
COGNIZANT  SECURITY  OFFICES 


Director  of  Industrial  Security 

Capital  Region 

2461  Eisenhower  Avenue 

Alexandria.  VA  22331-1000 

Director  of  Industrial  Security 
Northwestern  Region 

Presidio  of  San  Francisco 

San  Francisco,  CA  94129-7700 

Director  of  Industrial  Security 
Mid-Atlantic  Region 

1040  Kings  Highway  North 

Cherry  Hill,  NJ  08034-1908 

Director  of  Industrial  Security 

Pacific  Region 

3605  Long  Beach  Boulevard.  Suite  405 
Long  Beach,  CA  90807-4013 

Director  of  Industrial  Security 

Mid- Western  Region 

610  South  Canal  Street 

Room  908 

Chicago,  EL  60607-4577 

Director  of  Industrial  Security 
Southeastern  Region 

2300  Lake  Park  Drive 

Suite  250 

Smyrna,  GA  30080-7606 

Director  of  Industrial  Security 

New  England  Region 

Barnes  Building 

495  Summer  Street 

Boston.  MA  02210-2192 

Direcior  of  Industrial  Security 
Southwestern  Region 

106  Decker  Court 

Irving,  TX  75062-2795 
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